
Keep Your
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

T/D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r ,  Sur rey

P o l i c e  &  Sussex  P o l i c e

E c o n o m i c  C r i m e  U n i t
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You may not really need the work done

They may do a poor job

They may charge you far more than the job is worth

They may provide false names, addresses and telephone

numbers so you are unable to contact them again.

Look out for your elderly relatives, friends and neighbours

and please report any suspicious activity to Police.

Ove r  the  pas t  f ew  weeks  i n  bo th  Sur rey  and  Sussex  we  have

rece ived  mu l t ip l e  repo r t s  f rom res i den t s  repo r t i ng  tha t  they

have  been  approached  by  unwan ted  co ld  ca l l e r s  o f fe r i ng  to

je t  wash  the i r  prope r t y .  

Repo r t s  i nvo lve  one  o r  mo re  men  v is i t i ng  wou l d  be  v i c t ims

w i th  a  j e t  washe r ,  o f fe r i ng  to  c lean  e i the r  the i r  d r iveway  o r

the i r  roo f  w i th  some  v i c t ims  pa r t i ng  w i th  l a rge  amoun t s  o f

money  f o r  unnecessa r y  wo rk .  

 

I n  a  recen t  examp l e ,  an  e lde r ly  f ema le  res i den t  was  handed

a  l ea f l e t  and  asked  i f  she  wan ted  he r  roo f  c l eaned  fo r

£ 1400 -£ 1600 .  She  dec l i ned  and  wen t  i ns i de .  

The  nex t  m inu te  the  ma le  was  seen  s tand ing  by  the  f ron t

doo r ,  j e t  wash ing  a  2x1  me t re  squa re  o f  he r  roo f  t i l es  above

the  f ron t  doo r  .  The  ma le  then  showed  he r  how  c l ean  i t  was ,

howeve r  desp i te  emphas is i ng  she  d idn ’ t  wan t  i t  c l eaned  she

is  now  l e f t  w i th  a  smal l  pa tch  on  he r  t i l es  tha t  is  c l ean ,  and

the  res t  o f  the  roo f  w i th  moss  on  i t  .  

O the r  repo r t s  c l a im  the  ma les  we re  i n t im ida t i ng  and

agg ress ive  i n  the i r  approach  and  l e f t  res i den t s  f ee l i ng

shaken  and  unsa fe .
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DOORSTEP CALLERS 

Surrey Police and Sussex Police Fraud Newsletter

In this issue:

Doorstep callers

Signs to look out for 

Southern Water scam

Risks of public wifi

Digital footprint

Privacy information

Please be aware that callers posing as builders

and gardeners may pressurise or intimidate you

to let them do work.
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R e c e n t ly  a c ross  b o th  c oun t i es  we  h ave  re c e ive d  mu l t ip l e  

repo r t s  a b out  c o m mun i c a t i o ns  re c e ive d  f ro m  S outh e rn  W a te r .  

S outh e rn  W a te r  h as  c o n f i rm e d  th a t  th ey  we re  th e  ta rg e t  o f  a  re c e n t  cyb e r

a t ta c k  a n d  th ey  h ave  b e e n  i n  c o n ta c t  w i th  a f f e c te d  pa r t i es  v i a  e m a i l  a n d

l e t te r .  

T h is  is  to  m a k e  a f f e c te d  pa r t i es  awa re  th a t :

T h e i r  d e ta i ls  m ay  h ave  b e e n  c o mpro m ise d ,

T h e  d e ta i ls  th a t  h ave  po te n t i a l ly  b e e n  c o mpro m ise d  

T h e  s teps  to  ta k e  to  pro te c t  th e mse lves .  A  c opy  o f  wh i c h  is  sh own  i n  th e

l i n k  b e l ow.  

Cyb e r  N o t i f i c a t i o n  –  S ou th e rn  W a te r

S outh e rn  W a te r  h as  sa i d :  

W e  c o n t i nue  to  wo rk  w i th  our  expe r t  te c h n i c a l  a dv ise r s  to  c o n f i rm  wh ose  d a ta

is  a t  r isk .  Our  i n i t i a l  assessm e n t  is  th a t  th is  is  th e  c ase  f o r  so m e  o f  our

cus to m e r s  a n d  cur re n t  a n d  f o rm e r  e mp l oye es .  W e  ta k e  d a ta  pro te c t i o n  a n d

i n f o rm a t i o n  se cur i t y  ve r y  se r i ous ly  a n d ,  i n  a c c o rd a n c e  w i th  our  re gu l a to r y

o b l i g a t i o ns ,  we  a re  m a k i n g  c o n ta c t  w i th  a nyo n e  wh ose  pe r so n a l  d a ta  m ay  b e

a t  r isk .

T h e  o f f i c i a l  S outh e rn  W a te r  we bs i te  a lso  h o l ds  fur th e r  i n f o rm a t i o n  a roun d  th e

Cyb e r  A t ta c k  a n d  th e  pro c ess  i t  h as  ta k e n  to  pro te c t  i t s  cus to m e r s .  

I f  you  h ave  a ny  c o n c e rns ,  p l e ase  c o n ta c t  south e rn  wa te r  o n  0330  303  0025 ,

wh i c h  is  a  d e d i c a te d  te a m  th a t  w i l l  b e  a b l e  to  a nswe r  your  ques t i o ns .  
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SOUTHERN WATER SCAM
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https://www.surrey.police.uk/SysSiteAssets/media/downloads/surrey/campaigns/2024/southern-water-cyber-notification.pdf
https://www.southernwater.co.uk/help-advice/how-to-avoid-bogus-callers


DIGITAL FOOTPRINTS & 
PRIVACY INFORMATION

C o n t ro l  Ove r  I n f o rm a t i o n :  P r ivacy  se t t i ngs  on  soc ia l  med ia  a re  l i ke  l ocks  on  doo r s .

They  he lp  you  con t ro l  who  can  see  the  th ings  you  sha re ,  l i ke  your  pho tos ,  pos ts ,

and  pe r sona l  de ta i ls .  A lso ,  avo id  those  “Qu iz ”  th ings  on  Facebook ,  some t imes  they

ask  fo r  ve r y  pr iva te  i n fo rma t i on  wh ich  ove r l aps  w i th  bank  secur i t y  ques t i ons  such

as  “Who was  your  f i r s t  ch i l dhood  pe t?”  a lways  th ink ,  can  wha t  I ’m pos t i ng  eve r  be

used  aga ins t  me?  

P ro te c t i o n  f ro m  S t ra n g e r s :  Imag ine  your  soc ia l  med ia  pro f i l e  as  your  home .  P r ivacy

se t t i ngs  ac t  l i ke  fences ,  keep i ng  s t range r s  ou t  and  on ly  l e t t i ng  i n  peop l e  you  t rus t .

Don ’ t  accept  f r i end  i nv i tes  f rom peop l e  you  don ’ t  know  and  t rus t .  

Avo i d i n g  U nwa n te d  A t te n t i o n :  Jus t  l i ke  you  m igh t  no t  wan t  eve r yone  know i ng  whe re

you  l ive ,  pr ivacy  se t t i ngs  he lp  you  avo id  unwan ted  a t ten t i on  by  l im i t i ng  who  can  f i nd

and  con tac t  you  on  soc ia l  med ia .
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E asy  T a rg e t :  Imag ine  pub l i c  W i -F i  as  a  busy

s t ree t  w i th  l o t s  o f  peop l e .  Jus t  l i ke

p i ckpocke t s  ta rge t  c rowded  a reas ,  hacke r s

ta rge t  pub l i c  W i -F i  because  the re  a re  many

po ten t i a l  v i c t ims .

D a ta  E avesd ropp i n g :  I t 's  l i ke  someone

l is ten ing  i n  on  your  conve r sa t i on  i n  a

c rowded  room .  Hacke r s  can  i n te rcept  your

pe r sona l  i n fo rma t i on ,  l i ke  passwo rds  o r

c red i t  ca rd  numbe r s ,  wh i l e  you ' re  us i ng

pub l i c  W i -F i .  Use  a  VPN i f  poss i b l e  and  neve r

access  sens i t ive  da ta  us i ng  pub l i c  W i -F i .  

F a k e  H o t spo t s :  Th ink  o f  f ake  W i -F i

ne two rks  l i ke  t raps  se t  by  th ieves .  They

l ook  rea l ,  bu t  they ' re  ac t ua l ly  c rea ted  by

hacke r s  to  s tea l  your  da ta  when  you

connec t  to  them .  I t  may  l ook  ve r y  s im i l a r

to  “S ta rbucks ”  bu t  i t  cou l d  be  a  fake

s i te .  Neve r  i nput  your  passwo rd  o r  da ta

on  a  s i te  tha t  does  no t  have  HTTPS in

the  URL  (ba r  a t  the  top ) .

BEWARE OF THE RISKS OF PUBLIC WI-FI
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