
Keep Your Money
Safe

How to spot a rental scam

What is rental fraud? 

Rental fraud happens when would-be tenants are

tricked into paying an upfront fee to rent a property.

In reality, the property does not exist, has already

been rented out, or has been rented to multiple

victims at the same time. 

The victim loses the upfront fee they have paid and is

not able to rent the property they thought they had

secured with the payment. 

The impact this can have on victims goes beyond the

financial loss, with some having terminated their

previous tenancy agreements and cancelled contracts

before realising the fraud. With the effects of the

recent rise in the cost of living, individuals look to

seek cheaper rent for properties and so become more

vulnerable to being taken advantage of.

Case study
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Typically victims lose between £500 and £1500, having

sent what they believe to be the deposit to secure the

contract on the property.  Often the properties are being

advertised on multiple websites and social media

platforms at the same time. 

Be alert to the 
Microsoft SCAM

Do you know what a
money mule  is? 

Case study

"Each  month  we  see
many inc idents  of

f rauds ters  target ing
our  res idents  in  an
at tempt  to  defraud

them.  We’re  work ing
hard  to  prevent  th i s

and  support
vulnerab le  v ic t ims  of

f raud  or  scams .  By
fo l lowing  our  t ips
and  encourag ing

fami ly ,  f r iends  and
col leagues  to  do  so
too ,  you  can  reduce

the  r i sk  of  becoming
a  v ic t im. "  

 
Detec t ive  Chief

Inspector  S imon
Doyle ,  Surrey  Pol ice

& Sussex  Pol ice
Economic  Cr ime Uni t

 
 



Please pass this advice onto your loved ones, particularly those who are

elderly or vulnerable

How to spot a rental scam:
Inspect the rental listing: are there grammatical errors?

Does the price seem too good to be true?

Is the property listed on a free site?

Are you being told you cannot see the property in person?

Is there a screening process for you as a tenant?

Are you being pressured to pay too quickly?

Remember: 

Be alert to the Microsoft SCAM!
Computer  Sof tware  Serv ice  Fraud  i s  on  the  r i se .   In  one  recent
case  a  v ic t im was  us ing  Google  Maps  on  the i r  computer  when a
pop-up c la iming  to  be  f rom Microsof t  appeared  on  the  screen  -  
 in forming  them due  to  unauthor i sed  ac t iv i ty  on  the i r  computer
i t  had  been  b locked .  The  message  advi sed  not  to  turn  of f  the i r
computer  and  provided  a  phone  number  to  ca l l  for  fur ther
ins t ruc t ions .  

Fo l lowing  a  l engthy  phone  ca l l  wi th  the  f rauds ter ,  who provided
them wi th  a  ‘Microsof t  code ’ ,  they  accessed  the  v ic t ims  onl ine
banking  and  took  them through a  s tep-by-s tep  process ,  resu l t ing
in  two  s igni f i cant  sums  be ing  t ransferred .

For tunate ly  on  rea l i s ing  the  f raud ,  the  v ic t im contac ted  the i r
bank  who were  ab le  to  in tercept  the  t ransac t ions  and  re imburse
the  loss .  Whi l s t  hav ing  the i r  computer  profess iona l ly  c leaned
sof tware  and  f i l e s  ins ta l led  by  the  f rauds ter  were  found on  the
v ic t im’s  computer .  
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Case Study

In one recent Sussex example a victim contacted the landlady on a website called

House Ladder. He was pressured into paying a sum of money to secure a viewing

of the property which he transferred to the account provided. On receipt of the

money a contract was sent and he was asked to send a further sum of £500 which

he promptly did. On being asked for more money he became suspicious and tried

to arrange a viewing, but found he was unable to make contact and had been

blocked by the landlady on Whatsapp. 



Remember: 
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Do you know what a money mule is? 

Remember: 
Frauds ters  o f ten  use  the  names  of  we l l -known companies ,  such
as  Microsof t  to  commit  the i r  c r ime ,  a s  i t  makes  the i r
communica t ion  seem more  leg i t imate .  This  i s  why  i t ’ s
important  to  th ink  twice  before  g iv ing  out  any  persona l
informat ion .

Only  ins ta l l  sof tware  or  grant  remote  access  to  your  computer  i f
you ’ re  a sked  by  someone  you  know and  t rus t ,  such  as  a  f r iend
or  fami ly  member ,  and  never  as  a  resu l t  o f  an  unso l ic i ted  ca l l ,
browser  pop  up ,  or  tex t  message .
 
I f  you  th ink  you  have  downloaded  a  v i rus ,  cons ider  hav ing  your
computer  looked  a t  by  a  t rus ted  technic ian  in  order  to
determine  i f  mal ic ious  sof tware  was  ins ta l led  on  your  machine
dur ing  the  ca l l .

Money mule  ac t iv i ty  re fers  to  a  money  launder ing  process  in  which  proceeds
of  cr ime are  moved and  t ransferred  through persona l  and/or  bus iness  bank
accounts .  Mule  networks  use  co l lec t ions  of  l inked  accounts  to  complete  th i s
process ,  a l lowing  them to  d i sgui se  the  or ig in  of  cr imina l ly  der ived  funds  and
extrac t  them e l sewhere .

Money  mules  have  been  found to  be  recru i ted  f rom a l l  age  demographics  but
th i s  i s  more  preva lent  be tween  the  ages  of  1 7  and  24 .  The  young  person  might
have  come into  possess ions  such  as  luxury  goods  tha t  they  cannot  account  for .
There  might  be  ev idence  of  them opening  new bank  accounts  or  us ing  crypto
exchanges  wi th  money  they  can ’ t  adequate ly  expla in  the  or ig in  of .  

Mules  are  of ten  aware  of  the  ro le  tha t  they  are  p lay ing  and  do  so  for  f inanc ia l
ga in  but  there  are  t imes  when the  mule  i s  t r i cked  in to  performing  th i s  ro le .

H o w  t o  p r o t e c t  y o u r s e l f :  
•  Contac t  f rom someone  you  don ’ t  know t ry ing  to  befr iend  you  –    
 par t i cu lar ly  onl ine  and  on  soc ia l  media  p la t forms
•  Job  opportuni t ies  for  quick  and  easy  money  /  no  exper ience  required
•  Dea l s  tha t  sound too  good to  be  t rue
•  Someone  ask ing  to  t ransfer  money  to  your  bank  account  for  you  to  pass  on
to

C a s e  S t u d y

Recent ly  in  Sussex  a  v ic t im responded to  an  Ins tagram message  f rom a  we l l  known
ce lebr i ty  account  to  as s i s t  wi th  running  the i r  char i ty .  Her  ro le  was  to  rece ive
‘donat ions ’  in to  her  own bank  account  and  Paypa l  account  where  she  then  needed  to
move  i t  in to  Crypotcurrency .  As  t ime  went  on  she  was  asked  to  s tar t  sending  her  own
money  to  people  who were  s t rugg l ing  f inanc ia l ly .  The  v ic t im ended  up  rea l i s ing  tha t
the  ‘ ce lebr i ty ’  was  not  rea l  and  had  not  been  running  a  char i ty .  She  had  l ike ly  been
recru i ted  as  a  money  mule  which  u l t imate ly  resu l ted  in  her  a l so  be ing  the  v ic t im of  a
f raud .  


