
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

T / D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

S a d l y ,  w e  h a v e  s e e n  a n  i n c r e a s e  l o c a l l y  a c r o s s  S u s s e x  a n d
S u r r e y  i n  c r i m i n a l s  c o n t a c t i n g  p r e v i o u s  f r a u d  v i c t i m s  a n d
p r e s e n t i n g  t h e m  w i t h  a n  o p p o r t u n i t y  t o  r e t r i e v e  t h e i r  l o s t
f u n d s  a s  a  s o r t  o f  r e c o v e r y  s c h e m e ,  t y p i c a l l y  f r o m  a n
i n v e s t m e n t  f r a u d .  T h e  v i c t i m s  a r e  f r e q u e n t l y  b e i n g  a s k e d  t o
p a y  a n  a d v a n c e d  f e e  f o r  t h i s  s e r v i c e  a n d  a r e  s u f f e r i n g  h u g e
f i n a n c i a l  l o s s  a n d  r e p e r c u s s i o n s  f o r  b e i n g  r e p e a t  v i c t i m s  o f
f r a u d .  
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Earlier this year a 61-year-old female from East Sussex was looking to invest
some money she had recently inherited. She saw an advert on Facebook with
Martin Lewis talking positively about investing in Crypto currency and
recommending a specific company for doing this (this advert had used
deepfake software to give the impression that Martin Lewis was
recommending this company when in fact this was all a hoax). Once on the
website she filled out a questionnaire and was then subsequently called by
someone representing the company claiming to be a financial advisor who will
help her invest in Bitcoin and manage her portfolio. The financial advisor
instructed her to transfer money to them to invest in Bitcoin. She would get
daily calls from the advisor asking to invest more and more money, while also
seeing that reports emailed to her showing her investment growing quickly. 

She had invested over £40,000, before she realised this was all a scam.

Last month she received a call from some claiming they could recover her lost
money for a fee. So, she began transferring cash to a nominated account and
using a variety of different payment methods and transfer services. Sadly, this
was actually a second fraud and she went on to lose yet another substantial
amount of money. 

If you have lost money to a fraud in the past, be wary if you’re contacted by
an agency that knows a lot about the money you lost…. but they want a fee
first. 
Genuine agencies never ask for fees to recover money lost to fraudsters.
Challenge any calls, letters, or emails from people you don’t know or
companies you’ve never contacted.
The fraudsters may also ask you to provide details of your bank account so
they can pay your money into it. They will use this information to empty
your account.
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F i n a n c i a l  a b u s e  i s  m o s t  f r e q u e n t l y  c a r r i e d  o u t  b y  a  p e r s o n  w h o  i s  t r u s t e d
b y  t h e  v i c t i m .  T h i s  c a n  i n c l u d e  f a m i l y  m e m b e r s ,  f r i e n d s  a n d  n e i g h b o u r s ,
c a r e  w o r k e r s  a n d  o t h e r  p r o f e s s i o n a l s .  

T h i s  c a n  a l s o  r e l a t e  t o  f r a u d  b y  a b u s e  o f  p o s i t i o n  o f  t r u s t ,  w h i c h  a p p l i e s
w h e n  s o m e o n e  h a s  b e e n  p u t  i n  a  p r i v i l e g e d  p o s i t i o n ,  a n d  b e c a u s e  o f  t h i s
p o s i t i o n ,  i s  e x p e c t e d  t o  s a f e g u a r d  a n o t h e r  p e r s o n ’ s  f i n a n c e s .  

T h e r e  a r e  a l s o  i n d i v i d u a l s  w h o  t a r g e t  a n d  b e f r i e n d  v u l n e r a b l e  a d u l t s  w i t h
t h e  i n t e n t i o n  o f  e x p l o i t i n g  t h e m .

D i s a b l e d  p e o p l e  a r e  d i s p r o p o r t i o n a t e l y  a f f e c t e d  b y  t h i s  d e s p i c a b l e  c r i m e
c o m p a r e d  t o  t h e  n o n - d i s a b l e d  p o p u l a t i o n .  T h e  r i s k  i s  i n c r e a s e d  d u e  t o
t h e m  o f t e n  b e i n g  m o r e  i n  n e e d  a n d  r e l i a n t  o f  o t h e r s  s u p p o r t i n g  t h e m  a n d
a  h i g h e r  l i k e l i h o o d  o f  s o c i a l  i s o l a t i o n .  

R e p o r t i n g  a  f r a u d  b y  a b u s e  o f  p o s i t i o n  o f  t r u s t  c a n  b e  i n c r e a s i n g l y
d i f f i c u l t  i f  t h e  s u s p e c t  i s  a  f a m i l y  m e m b e r ,  c a r e r ,  o r  f r i e n d  a s  t h e  v i c t i m
m a y  n o t  h a v e  a n  a l t e r n a t i v e  s u p p o r t  n e t w o r k  a n d  t h e r e  m a y  a l s o  b e  a  f e a r
r e t a l i a t i o n  o r  f u r t h e r  v i c t i m i s a t i o n .

S o  f a r  t h i s  y e a r  w e  h a v e  s e e n  2 0 1  r e p o r t s  o f  f i n a n c i a l  a b u s e  b y  a  k n o w n
p e r s o n  a c r o s s  S u s s e x  a n d  S u r r e y  w i t h  a n  a v e r a g e  a g e  o f  t h e  v i c t i m s
b e i n g  6 7  y e a r s  o l d .  T h e  t o t a l  l o s s  e x p e r i e n c e d  a m o u n t e d  t o  £ 3 . 9  m i l l i o n .

D u r i n g  t h e  m o n t h  o f  A u g u s t ,  t h e  D i g i t a l  S a f e t y  a n d  F r a u d  P r e v e n t i o n
T e a m  a t  W e s t  S u s s e x  C o u n t y  C o u n c i l  h a v e  b e e n  c o l l a b o r a t i n g  w i t h  o t h e r
p a r t n e r  a g e n c i e s  w h o  a r e  a l s o  m e m b e r s  o f  t h e  F r a u d  P r e v e n t i o n  W o r k i n g
G r o u p  ( F P W G )  t o  r a i s e  a w a r e n e s s  a r o u n d  F i n a n c i a l  A b u s e  b y  a  k n o w n
p e r s o n .

B y  p r o d u c i n g  a  s e r i e s  o f  a w a r e n e s s  m e s s a g e s ,  s c h e d u l e d  a t  s p e c i f i c
d a t e s  a c r o s s  t h e  m o n t h  a n d  s h a r e d  a c r o s s  t h e  s o c i a l  m e d i a  p l a t f o r m s  o f
a l l  t h e  F P W G  m e m b e r s ,  t h e s e  m e s s a g e s  h a v e  r a i s e d  a w a r e n e s s  o f  t h i s
f r a u d  t y p e  a n d  a l s o  f o c u s e d  o n  w h a t  t o  l o o k  o u t  f o r  i f  y o u  b e l i e v e d  a
l o v e d  o n e  w a s  e x p e r i e n c i n g  f i n a n c i a l  a b u s e .  L i n k s  t o  r e s o u r c e s  a n d
s i g n p o s t i n g  t o  s u p p o r t  a g e n c i e s  w e r e  a l s o  i n c l u d e d  w i t h i n  t h e s e  p o s t s .
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T h e r e  h a v e  b e e n  a n  i n c r e a s e d  n u m b e r  o f
v i c t i m s  r e p o r t i n g  r e c e i v i n g  f r a u d u l e n t
c o m m u n i c a t i o n s  f r o m  p h o n e  n u m b e r s ,
f a l s e l y  i d e n t i f y i n g  a s  t h e i r  b a n k s .  

T h e s e  a u t h e n t i c  l o o k i n g  n u m b e r s  a l l o w
s u s p e c t s  t o  i m p e r s o n a t e  b a n k  o f f i c i a l s ,
c o n d u c t i n g  s c a m s  b y  c a l l i n g  o n  w h a t
s e e m s  l i k e  a  l e g i t i m a t e  n u m b e r  a n d
f o l l o w i n g  u p  w i t h  a n  o f f i c i a l  l o o k i n g  t e x t
m e s s a g e .  T h e s e  c a n  a p p e a r  i n  a n
e x i s t i n g  m e s s a g e  c h a i n ,  w h i c h
s e e m i n g l y  a d d s  f u r t h e r  c r e d i b i l i t y .  

C a l l s  w i t h  s p o o f e d  n u m b e r s  c a n  c o m e
f r o m  a l l  o v e r  t h e  w o r l d  a n d  a r e  u s e d  i n  a
g r o w i n g  p r o p o r t i o n  o f  n u i s a n c e  a n d
f r a u d u l e n t  c a l l s .
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HOW TO PROTECT YOURSELF: 

Never give out your personal information in response
to an incoming cold call. 

Do not rely on the caller id as the sole means of
identification - particularly if the caller asks you to
carry out an action which might have financial
consequences.


