
Keep Your
Money Safe

E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

As  th e  n ew  sc h o o l  ye a r  b e g i ns ,  Sussex

P o l i c e  a n d  Sur rey  P o l i c e  wou l d  l i k e  to

re m i n d  pa re n t s ,  g ra n dpa re n t s  a n d  c a re r s ,

o f  th e  i mpo r ta n c e  o f  k e ep i n g  youn g

pe op l e  sa f e  o n l i n e .  W h i l e  d i g i ta l

p l a t f o rms  o f f e r  e duc a t i o n a l  a n d  so c i a l

b e n e f i t s ,  th ey  a lso  expose  c h i l d re n  a n d

te e ns  to  a  ra n g e  o f  se r i ous  r isks .

Two  k ey  th re a t s  cur re n t ly  ta rg e t i n g  youn g

pe op l e  a re  sex to r t i o n  a n d  m o n ey  mu l i n g .  

S ex to r t i o n  i nvo lves  c r i m i n a ls

m a n ipu l a t i n g  o r  c o e rc i n g  youn g  pe op l e

i n to  sh a r i n g  exp l i c i t  i m a g es  o r  v i d e os ,

th e n  th re a te n i n g  to  sh a re  th e  c o n te n t

un l ess  a  ra nso m  is  pa i d .  T h is  t ype  o f

b l a c k m a i l  c a n  h ave  d evas ta t i n g  e m o t i o n a l

a n d  psyc h o l o g i c a l  e f f e c t s .  
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Le a rn  m o re  h e re :  

h t tps : / /www.a c t i o n f raud . po l i c e . uk/a -z -o f - f raud/sex to r t i o n

M o n ey  mu l i n g  o c curs  wh e n  youn g  pe op l e  a re  t r i c k e d  o r  re c ru i te d  -  o f te n

th roug h  so c i a l  m e d i a  -  i n to  m ov i n g  s to l e n  m o n ey  th roug h  th e i r  own  b a n k

a c c oun t s .  Eve n  i f  th ey  b e l i eve  th ey ’ re  h e lp i n g  so m e o n e  out  o r  e a rn i n g

"e asy  m o n ey " ,  th is  is  a  se r i ous  c r i m i n a l  o f f e n c e .  

D e ta i ls  c a n  b e  f oun d  h e re :

h t tps : / /www.n a t i o n a l c r i m e a g e n cy .g ov .uk/m o n eymu l i n g

A n o th e r  g row i n g  c o n c e rn  is  i nves tm e n t  f raud ,  pa r t i cu l a r ly  i nvo lv i n g

c r yp to cur re n cy .  S c a m m e r s  o f te n  ta rg e t  youn g e r  use r s  w i th  o f f e r s  th a t

appe a r  to  pro m ise  f as t  pro f i t s .  T h ese  c a n  qu i c k ly  resu l t  i n  s i g n i f i c a n t

f i n a n c i a l  l oss  a n d  i d e n t i t y  th e f t .  F o r  wa rn i n g  s i g ns  a n d  a dv i c e  p l e ase  v is i t :

h t tps : / /www.a c t i o n f raud . po l i c e . uk/c r yp to cur re n cy f raud

https://www.actionfraud.police.uk/a-z-of-fraud/sextortion
https://www.nationalcrimeagency.gov.uk/moneymuling
https://www.actionfraud.police.uk/cryptocurrencyfraud


P o i n t  th e m  i n  a  sa f e r  d i re c t i o n

E n c oura g e  th e  use  o f  c h i l d - f r i e n d ly  apps  a n d  p l a t f o rms ,  suc h  as  Y ouTub e  K i ds .  C h e c k  i n  re gu l a r ly  o n  wh a t

th ey ’ re  wa tc h i n g  a n d  sh a r i n g ,  espe c i a l ly  o n  s i tes  l i k e  Y ouTub e  a n d  T i k T o k .

K e ep  up  w i th  d i g i ta l  t re n ds  -  espe c i a l ly  th e  r isky  o n es    

S o m e  g a m es  a n d  so c i a l  p l a t f o rms  h ave  ra ise d  c o n c e rns  f o r  pro m o t i n g  v i o l e n c e ,  g a m b l i n g ,  o r  un m o d e ra te d

m essa g i n g .  G e t  to  k n ow  wh i c h  o n es  your  c h i l d  is  us i n g  a n d  h ow  th ey  wo rk .

D o n ’ t  un d e res t i m a te  th e  e m o t i o n a l  i mpa c t   

S o c i a l  m e d i a  a n d  m essa g i n g  apps  c a n  b e  powe r fu l  -  so m e t i m es  ove rwh e l m i n g ly  so .  H e lp  your  c h i l d

un d e r s ta n d  h ow  o n l i n e  expe r i e n c es  c a n  i n f lue n c e  e m o t i o ns ,  se l f -es te e m ,  a n d  m e n ta l  h e a l th .

R espe c t  a g e  res t r i c t i o ns  -  th ey  ex is t  f o r  a  re aso n    

M os t  p l a t f o rms  h ave  a g e  l i m i t s  to  h e lp  pro te c t  c h i l d re n .  S t i c k  to  th e m  a n d  ta l k  to  your  c h i l d  a b out  why

th ey  m a t te r .

S e t  c l e a r  ru l es  f ro m  th e  b e g i n n i n g   

A g re e  o n  b oun d a r i es  to g e th e r :  wh a t ’s  O K  to  d o  o n l i n e ,  h ow  l o n g  to  spe n d  o n  d ev i c es ,  a n d  h ow  to  t re a t

o th e r s  w i th  respe c t .  K i ds  n e e d  s t ruc tu re  a n d  suppo r t  to  m a k e  sm a r t  c h o i c es  o n l i n e .

M a k e  th e  m os t  o f  bu i l t - i n  to o ls   

Use  pa re n ta l  c o n t ro ls  o n  d ev i c es ,  g a m es ,  b rowse r s ,  a n d  so c i a l  p l a t f o rms .  E n a b l e  pr iva cy  se t t i n gs ,  sa f e

se a rc h  f e a tu res ,  a n d  f a m i ly  f i l te r s  f ro m  your  i n te rn e t  prov i d e r .  T h ese  to o ls  a d d  a n  ex t ra  l aye r  o f

pro te c t i o n .

B e  c au t i ous  w i th  v i d e o  c a l ls   

A lways  upd a te  apps  to  th e i r  l a tes t  ve r s i o n  a n d  a d jus t  se t t i n gs  to  e nsu re  c a l ls  a re  pr iva te  a n d  se cure .

A l l ow  c o m mun i c a t i o n  o n ly  w i th  t rus te d  c o n ta c t s .

T a l k  a b ou t  o n l i n e  g a m i n g   

G a m i n g  c a n  h e lp  k i ds  w i th  c re a t iv i t y  a n d  pro b l e m -so lv i n g  –  but  i t  c a n  a lso  expose  th e m  to  s t ra n g e r s ,

pressu re  to  spe n d  m o n ey ,  o r  r isky  b e h av i ours .  M a k e  t i m e  to  c h a t  a b out  th e  g a m es  th ey  p l ay  a n d  h ow  th ey

use  th e m .

R e m i n d  th e m  to  th i n k  b e f o re  th ey  sh a re   

P e r so n a l  d e ta i ls ,  ph o tos ,  v i d e os  -  o n c e  th ey ’ re  o n l i n e ,  th ey  c a n  b e  h a rd  to  ta k e  b a c k .  T a l k  to  your  c h i l d

a b out  wh a t ’s  appropr i a te  to  pos t  a n d  h ow  to  pro te c t  th e i r  a n d  o th e r s ’  pr iva cy .

S t i c k  to  t rus te d  sourc es  f o r  apps   

D own l o a d  apps  o n ly  f ro m  o f f i c i a l  s to res  l i k e  G o o g l e  P l ay  o r  th e  App  S to re .  W h e re  poss i b l e ,  use  your  own

e m a i l  a d d ress  wh e n  c re a t i n g  a c c oun t s  f o r  your  c h i l d .

S tay  o bse r va n t ,  n o t  ove rb e a r i n g   

K e ep  a n  eye  o n  your  c h i l d ’s  o n l i n e  b e h av i our  a n d  wa tc h  f o r  wa rn i n g  s i g ns .  S a d ly ,  so m e  youn g  pe op l e  h ave

b e e n  ta rg e te d  f o r  se r i ous  o n l i n e  th re a t s  f ro m  sc a ms  a n d  g ro o m i n g  to  i nvo lve m e n t  i n  c r i m i n a l  a c t iv i t y .
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S ta r t  th e  c o nve r sa t i o n  e a r ly  -  a n d  k e ep  i t  g o i n g  

Ask  your  c h i l d  to  wa l k  you  th roug h  th e  g a m es  th ey  p l ay ,

th e  s i tes  th ey  v is i t ,  o r  th e  v i d e os  th ey  l ove .  T a l k  ope n ly

a b out  c o m m o n  o n l i n e  r isks  l i k e  ove r sh a r i n g ,

i n appropr i a te  c o n te n t ,  cyb e rbu l ly i n g ,  a n d  i n te ra c t i n g  w i th

s t ra n g e r s .  S tay  i n f o rm e d  a b out  th e  l a tes t  t re n ds  a n d  l e a d

by  exa mp l e  w i th  your  own  d i g i ta l  h a b i t s .

O rg a n isa t i o ns  th a t  c a n  suppo r t  you

G e t  S a f e  O n l i n e

h t tps : / /www.g e t sa f e o n l i n e .o rg/sa f e h appyk i dso n l i n e/

C h i l d  Exp l o i ta t i o n  a n d  O n l i n e  P ro te c t i o n  (C E O P )  

h t tps : / /www.c e op .po l i c e . uk/sa f e t y -c e n t re/

I n te rn e t  M a t te r s  

h t tps : / /www. i n te rn e tm a t te r s .o rg

https://www.getsafeonline.org/safehappykidsonline/
https://www.ceop.police.uk/safety-centre/
https://www.internetmatters.org/


S i n c e  th e  s ta r t  o f  th e  ye a r ,  i n  Sussex  a n d  Sur rey  we  h ave  re c e ive d  170  repo r t s  o f

g i f t  c a rds  b e i n g  use d  i n  f raud  sc a ms ,  i mpa c t i n g  v i c t i ms  o f  a l l  a g es  w i th  ove r  £ 1 . 1

m i l l i o n  poun ds  l os t .  W e  h ave  f oun d  g i f t  c a rds  b e i n g  use d  as  a  paym e n t  m e th o d ,  i n

seve ra l  t ypes  o f  f rauds  i n c lud i n g  h a c k i n g  a n d  sex to r t i o n ,  ph ish i n g ,  o n l i n e  sh opp i n g ,

i nves tm e n t ,  ro m a n c e  a n d  e mp l oym e n t  f raud .

L as t  m o n th ,  a n  e l d e r ly  g e n t l e m a n  f ro m  Sur rey  was  sub j e c t  o f  a  ‘ f raud  re c ove r y ’

f raud .  H av i n g  b e e n  a  v i c t i m  o f  i nves tm e n t  f raud  prev i ous ly ,  h e  was  c o n ta c te d  by

e m a i l  w i th  a  c l a i m  th a t  h e  was  due  a  l a rg e  paym e n t  due  to  th e  l os t  m o n ey  b e i n g

t ra c e d .  T o  o b ta i n  th is  m o n ey ,  h e  was  ask e d  to  se n d  m o n ey  v i a  A m azo n  g i f t  c a rds  by

ta k i n g  ph o tos  o f  th e  re d e mpt i o n  c o d e  a n d  se n d i n g  th ese  to  th e  sc a m m e r .  A f te r  e a c h

re d e mpt i o n  c o d e  was  se n t ,  m o re  m o n ey  was  th e n  reques te d  w i th  th e  pro m ise  o f

re c oup i n g  h is  l os t  fun ds .  I n  to ta l  h e  se n t  ove r  £ 15 ,000  i n  vouc h e r s  l e av i n g  h i m  i n  a

d espe ra te  f i n a n c i a l  s ta te .

A  Sussex  te e n a g e r  was  o n  a  d a t i n g  we bs i te  a n d  m a tc h e d  w i th  a n o th e r  pe r so n .  T h ey

s ta r te d  ta l k i n g  to  e a c h  o th e r  a n d  a f te r  a  wh i l e  m ove d  th e  c o nve r sa t i o n  ove r  to  th e

so c i a l  m e d i a  app  T e l e g ra m .  A f te r  c h a t t i n g  f o r  a  f ew  d ays ,  th ey  swappe d  exp l i c i t

ph o tos  o f  e a c h  o th e r .  I m m e d i a te ly  a f te r  th is ,  h e  re c e ive d  a  th re a te n i n g  m essa g e

reques t i n g  a  paym e n t  o f  £200  v i a  App l e  g i f t  c a rds  o r  th ey  wou l d  sh a re  th e  ph o tos

w i th  h is  I ns ta g ra m  f r i e n ds .  F e a r i n g  th is ,  h e  se n t  £200  i n  App l e  vouc h e r s .

S t ra i g h taway ,  a  fur th e r  d e m a n d  was  m a d e  f o r  m o re  m o n ey ,  wh i c h  a g a i n  h e  se n t .

A f te r  th is  h e  b l o c k e d  a l l  c o n ta c t  w i th  th e  suspe c t  a n d  se t  h is  I ns ta g ra m  pro f i l e  to

pr iva te .

I n  Ju ly ,  a  l a dy  i n  h e r  70s  repo r te d  th a t  sh e  h a d  b e e n  v i c t i m  o f  a  ro m a n c e  f raud .

T h re e  ye a r s  a g o  sh e  s ta r te d  f o l l ow i n g  th e  a c to r  J o h n ny  D epp  o n  I ns ta g ra m .  S o o n

a f te rwa rds ,  sh e  re c e ive d  a  pe r so n a l  m essa g e  o n  I ns ta g ra m  by  so m e o n e

i mpe r so n a t i n g  th e  f a m ous  a c to r .  

Ove r  th e  n ex t  th re e  ye a r s ,  b e l i ev i n g  sh e  was  i n  a  ro m a n t i c  re l a t i o nsh ip  w i th  M r

D epp ,  sh e  wou l d  se n d  m o n ey  i n  th e  f o rm  o f  App l e  vouc h e r s ,  to  pay  f o r  th i n gs

i n c lud i n g  a  n ew  c o mpute r  o n  h is  reques t .  I n  re tu rn  sh e  wou l d  re c e ive  th e  o c c as i o n a l

g i f t  i n  th e  pos t .  Dur i n g  th is  t i m e ,  sh e  se n t  approx i m a te ly  £9 ,000  wo r th  o f  g i f t  c a rd

vouc h e r  c o d es  to  th e  suspe c t  wh o  was  i mpe r so n a t i n g  th e  c e l e b r i t y .  Us i n g  g i f t  c a rds

to  m a k e  paym e n t s  is  b e c o m i n g  a n  i n c re as i n g ly  c o m m o n  s t ra te gy  f o r  c r i m i n a ls  as  i t  is

l ess  l i k e ly  to  b e  i n te rc epte d  a n d  a re  d i f f i cu l t  to  t ra c e  c o mpa re d  to  b a n k  t ra ns f e r s .

I f  you  f e e l  you  h ave  b e c o m e  v i c t i m  o f  a  c r i m e  i nvo lv i n g  g i f t  c a rds ,  p l e ase  repo r t  th is

to  A c t i o n  F raud  o n  th e  f o l l ow i n g  l i n k  o r  c a l l  0300  123  2040 .  A l te rn a t ive ly ,  i f  you  a re

e l d e r ly  o r  vu l n e ra b l e  you  c a n  repo r t  th is  to  Sussex  o r  Sur rey  P o l i c e  by  c a l l i n g  101 .

h t tps : / /www.a c t i o n f raud . po l i c e . uk/

I f  you  h ave  se n t  App l e  g i f t  c a rds ,  p l e ase  v is i t  th e  f o l l ow i n g  we bpa g e  a t  App l e  f o r

suppo r t  a n d  to  repo r t  th is :  h t tps : / /suppo r t .app l e .c o m/e n -g b/ 120933  

I f  you  h ave  se n t  A m azo n  g i f t  c a rds ,  p l e ase  v is i t  th e  f o l l ow i n g  we bpa g e  a t  A m azo n

f o r  suppo r t  a n d  to  repo r t  th is :

h t tps : / /www.a m azo n .c o . uk/gp/h e lp/cus to m e r/d isp l ay .h tm l?

re f_=hp_g cs_csd_d2_o th e r_ 1_G G K D N3Q Z S K B F G N B F_T U g Y d Y7376&n o d e I d=G G K D N3

Q Z S K B F G N B F&q i d= 1754992858091&s r= 1
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GIFT CARDS USED
IN FRAUD

https://www.actionfraud.police.uk/
https://www.actionfraud.police.uk/
https://support.apple.com/en-gb/120933
https://support.apple.com/en-gb/120933
https://support.apple.com/en-gb/120933
https://www.amazon.co.uk/gp/help/customer/display.html?ref_=hp_gcs_csd_d2_other_1_GGKDN3QZSKBFGNBF_TUgYdY7376&nodeId=GGKDN3QZSKBFGNBF&qid=1754992858091&sr=1
https://www.amazon.co.uk/gp/help/customer/display.html?ref_=hp_gcs_csd_d2_other_1_GGKDN3QZSKBFGNBF_TUgYdY7376&nodeId=GGKDN3QZSKBFGNBF&qid=1754992858091&sr=1
https://www.amazon.co.uk/gp/help/customer/display.html?ref_=hp_gcs_csd_d2_other_1_GGKDN3QZSKBFGNBF_TUgYdY7376&nodeId=GGKDN3QZSKBFGNBF&qid=1754992858091&sr=1
https://www.amazon.co.uk/gp/help/customer/display.html?ref_=hp_gcs_csd_d2_other_1_GGKDN3QZSKBFGNBF_TUgYdY7376&nodeId=GGKDN3QZSKBFGNBF&qid=1754992858091&sr=1

