
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

T / D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

P a s t  s e a s o n a l  t r e n d s  t e l l  u s  t o  e x p e c t ,  t h a t  a s  w e  e n t e r
t h e  f e s t i v e  p e r i o d ,  i t  i s  l i k e l y  i n c i d e n c e s  a n d  r e p o r t s  o f
o n l i n e  s h o p p i n g  f r a u d  w i l l  i n c r e a s e .  W i t h  t h e  f e s t i v e
p e r i o d  f a s t  a p p r o a c h i n g ,  s h o p p i n g  h a b i t s  w i l l  c h a n g e
w i t h  m a n y  l o o k i n g  t o  ‘ b a g  a  b a r g a i n ’  o n l i n e .  A m a z i n g
o f f e r s  a n d  p r i c e  s l a s h e d  d e a l s  d e s i g n e d  t o  l u r e  i n  t h e
s h o p p e r s  c a n  s o m e t i m e s  a p p e a r  t o o  g o o d  t o  b e  t r u e .
H i g h  p r o f i l e  s h o p p i n g  e v e n t s  s u c h  a s  B l a c k  F r i d a y  a n d
C y b e r  M o n d a y  c e n t r e  a r o u n d  t h e s e  a n d  i s  s o m e t h i n g
f r a u d s t e r s  w i l l  e x p l o i t .  
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SHOP SAFELY WITH THESE TIPS:
1.Check the shop is legitimate
You can research online shops to check they're legitimate, particularly if it’s a store you’ve not used before.
Use consumer websites, or reviews from people (or organisations) that you trust.

2.Use a credit card to pay
Use a credit card for payments (if you have one). Many of these protect online purchases as part of the
Consumer Credit Act.

 3. Only provide required details on checkout
When making your payment, only fill in the mandatory details (often marked with an asterisk) such as your
address. Unless you think you’ll become a regular customer, don't create an account for the store. 

4.Keep your accounts secure
Make sure your shopping, online banking and payment accounts are protected by strong passwords that you
don't use for any other account. If you're using the same password for lots of accounts, criminals could steal
your password from one account, and use it to access your other ones. 

KEEPING YOUR TECH SAFE
I t ’ s  v e r y  s a f e  t o  s a y  t h a t  t e c h n o l o g y  i s n ’ t  g o i n g  a n y w h e r e …
a n d  w i t h  C h r i s t m a s  c o m i n g ,  y o u  m i g h t  b e  h o p i n g  t o  g e t
y o u r  h a n d s  o n  s o m e  b r a n d - n e w  t e c h !

R E M E M B E R :  S o f t w a r e  u p d a t e s  a r e n ' t  j u s t  f o r  n e w  f e a t u r e s
o r  a  p r e t t y  n e w  h o m e  s c r e e n .  T h e y  r e p a i r  b u g s  a n d  r e s o l v e
s e c u r i t y  v u l n e r a b i l i t i e s .  I f  p o s s i b l e ,  y o u  s h o u l d  e n a b l e
a u t o m a t i c  u p d a t e s  o n  y o u r  p e r s o n a l  d e v i c e s  t o  m a k e  t h i s
p r o c e s s  m o r e  s t r e a m l i n e d  a n d  e a s i e r  f o r  y o u .

T H I N K  –  B A C K U P S :  I m a g i n e  h o w  d e v a s t a t i n g  i t  w o u l d  b e  i f
y o u  l o s t  y o u r  p h o n e  a n d  w i t h  i t  a l l  y o u r  p h o t o s  a n d
c o n t a c t s '  d e t a i l s ,  j u s t  b e c a u s e  t h a t  d a t a  h a s n ' t  b e e n
b a c k e d  u p  s o m e w h e r e .  

M i c r o s o f t  a n d  A p p l e  b o t h  o f f e r  a  s m a l l  a m o u n t  o f  c l o u d
s t o r a g e  ( o n l i n e )  f o r  f r e e  t h a t  c a n  b e  u s e d  t o  s t o r e  b a c k u p s ,
o r  y o u  c o u l d  u s e  a n  e x t e r n a l  h a r d  d r i v e / U S B  s t i c k .  

https://www.moneyhelper.org.uk/en/everyday-money/credit/how-youre-protected-when-you-pay-by-card


S u s s e x  a n d  S u r r e y  P o l i c e  h a v e  s e e n  a n  i n c r e a s e  i n  r e p o r t s  f r o m  v i c t i m s  b e i n g
l u r e d  i n t o  i n v e s t m e n t  f r a u d s  t h r o u g h  t h e  u s e  o f  a  f a k e  c e l e b r i t y  p r o f i l e s .  

B e l o w  w e  d e s c r i b e  t w o  c a s e s  w h i c h  i n v o l v e  a d v e r t s  w h e r e  t r u s t e d  c e l e b r i t i e s
h a v e  e n d o r s e d  t h e  c o m p a n i e s ,  h o w e v e r ,  d e e p f a k e  t e c h n o l o g y  h a s  b e e n  u s e d  t o
c r e a t e  t h e s e  f a k e  v i d e o s ,  a n d  t h e  c e l e b r i t i e s  h a v e  n o t h i n g  t o  d o  w i t h  t h e m .  O t h e r
c e l e b r i t i e s  u s e d  i n  s i m i l a r  s c a m s  i n c l u d e  C h r i s  T a r r a n t ,  B e n  F o g l e ,  E l o n  M u s k ,
a n d  U S  p o d c a s t e r  J o e  R o g a n .
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R o b e r t  P e s t o n  D e e p f a k e
A  S u r r e y  m a n  i n  h i s  6 0 ’ s  w a s  b r o w s i n g  s o c i a l  m e d i a  w h e n  h e  s a w  a n  a d v e r t  w h e r e
R o b e r t  P e s t o n ,  t h e  I T V  P o l i t i c a l  a n a l y s t  a n d  c o m m e n t a t o r  w a s  s e e n
r e c o m m e n d i n g  a  c r y p t o  c u r r e n c y  i n v e s t m e n t  o p p o r t u n i t y .  A s  R o b e r t  P e s t o n  i s  a
r e s p e c t e d  a n d  t r u s t e d  c e l e b r i t y ,  h e  c a l l e d  t h e  n u m b e r  o n  t h e  a d v e r t .  A f t e r
s e v e r a l  m o n t h s  o f  c o n v i n c i n g  i n t e r a c t i o n s  i n  w h a t  w o u l d  l a t e r  t r a n s p i r e  t o  b e  a
l o n g  a n d  c o n v o l u t e d  s c a m  t h e  v i c t i m  w a s  l e f t  £ 1 5 0 , 0 0 0  o u t  o f  p o c k e t .  

M a r t i n  L e w i s  D e e p f a k e
I n  S u s s e x ,  a n  e l d e r l y  l a d y  w a s  b r o w s i n g  t h e  i n t e r n e t  w h e n  s h e  s a w  a  v i d e o  w i t h
M a r t i n  L e w i s ,  t h e  M o n e y  S a v i n g  E x p e r t ,  e x p l a i n i n g  h o w  h e  w a s  m a k i n g  m i l l i o n s
i n v e s t i n g  t h r o u g h  a  c o m p a n y ,  w h o  u s e d  A I  ( A r t i f i c i a l  I n t e l l i g e n c e )  a n d  a d v a n c e d
t e c h n o l o g i e s  t o  m a k e  i n f o r m e d  d e c i s i o n s  t h a t  a r e  m a k i n g  t h e i r  i n v e s t o r s  m i l l i o n s .  

A s  M a r t i n  L e w i s  i s  a  c e l e b r i t y  f o c u s s i n g  o n  c o n s u m e r  a d v i c e  a n d  i s  s o m e o n e  s h e
t r u s t e d ,  s h e  d e c i d e d  t o  c o n t a c t  t h e  c o m p a n y  h e  w a s  p r o m o t i n g  a n d  f i l l e d  o u t  a n
e n q u i r y  f o r m .  W h a t  f o l l o w e d  w a s  a g a i n  a  c o m p l e x ,  a n d  d r a w n - o u t  f r a u d ,  u s i n g
c o n v i n c i n g  c o m m u n i c a t i o n s ,  i m p e r s o n a t i o n s ,  a n d  t e c h n o l o g y .  A f t e r  l o s i n g  £ 3 0 0 0
t o  t h i s  f r a u d ,  s a d l y  t h e  l a d y  w a s  l e f t  f e e l i n g  e m b a r r a s s e d  a n d  o u t  o f  p o c k e t  a n d
i n c r e d i b l y  u p s e t .  O n  r e p o r t i n g  t h i s  t o  S u s s e x  P o l i c e  s h e  w a s  p r o v i d e d  w i t h
s u p p o r t ,  a c c e s s  t o  s e r v i c e s  a n d  f r a u d  p r e v e n t i o n  a d v i c e .  

PROTECTING YOURSELF FROM INVESTMENT FRAUD 

1 . R e s i s t  p r e s s u r e  t o  c o m m i t  q u i c k l y :  S c a m m e r s  o f t e n  w a n t  y o u  t o  a c t  f a s t .

2 . R e s e a r c h  i n v e s t m e n t  p r o g r a m s :  S e a r c h  o n l i n e  f o r  r e v i e w s ,  s c a m s ,  f r a u d ,  o r
c o m p l a i n t s  r e l a t e d  t o  t h e  c o m p a n y  o r  p r o g r a m .

3 . V e r i f y  i n v e s t m e n t  c l a i m s  o n  y o u r  o w n :  D o  n o t  r e l y  s o l e l y  o n  w h a t  y o u ' r e  t o l d .

4 . K n o w  t h e  r i s k :  U n d e r s t a n d  t h e  r i s k s  a s s o c i a t e d  w i t h  a n y  i n v e s t m e n t
o p p o r t u n i t y .

5 . G e t  a  s e c o n d  o p i n i o n :  B e  s c e p t i c a l  o f  u n s o l i c i t e d  i n v e s t m e n t  o p p o r t u n i t i e s .

6 . C h e c k  r e g i s t r a t i o n :  E n s u r e  t h a t  a n y o n e  s e l l i n g  o r  o f f e r i n g  i n v e s t m e n t  a d v i c e  i s
r e g i s t e r e d  w i t h  t h e  F C A .

7 . T a k e  t h e  t i m e  y o u  n e e d :  B e  c a u t i o u s  o f  t i m e - l i m i t e d  o f f e r s  a n d  h i g h - p r e s s u r e
s a l e s p e o p l e .

8 . R e s e a r c h  t h e  i n v e s t m e n t :  I n v e s t i g a t e  t h o r o u g h l y  b e f o r e  c o m m i t t i n g .



Due to the recent changes in payments for Winter Fuel and Household support funds, we have
seen an increase in phishing texts and emails purporting to be from the DWP stating that you may
be entitled to claiming for these by clicking on links to update information. 

Never click on links from untrusted sources. They may take you to convincing looking web pages
which are set up to steal your data and could then be used for criminal activity.

Top Tips:
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NEW YEAR, NEW CHALLENGE

FRAUD PREVENTION IN THE COMMUNITY - IS THIS A
VOLUNTEERING ROLE FOR YOU? 

Local authorities will never text or call you to ask for your bank details in relation to
welfare support.

Never click on untrusted links in texts or emails.

Research if these messages have been received by others. 

If you are eligible for either of the payments above, you will be notified automatically. 

If you receive a suspicious text or email, please report it.

You can report through the suspicious email reporting service  at Report@phishing.gov.uk or the
suspicious call or text reporting service on 7726. 

We are looking for volunteers to join our existing Volunteer Fraud Prevention Programme in 2025
in an exciting newly developed role as Community Engagement volunteers. The volunteers will
work alongside our Neighbourhood Policing Teams based in local Police stations, delivering fraud
prevention advice and guidance to the residents of Sussex.

This will include engaging with the public in a variety of different settings such as delivering fraud
presentations and attending events / key locations to hand our fraud prevention literature and
provide advice and education to the public e.g. farmers markets, community centres, libraries etc.

If you feel this is something that you would like to be involved with, please complete the
application here.

mailto:Report@phishing.gov.uk
https://www.lumesse-engage.com/policejobssurreyandsussex/jobs/fraud-prevention-engagement-volunteer-sysx-vol00363

