
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

F e b r u a r y  i s  f a m o u s l y  a  m o n t h  w h e r e  w e  t a k e  t h e  d a y  t o  
s h o w e r  o u r  o t h e r  h a l v e s  w i t h  a f f e c t i o n  a n d  w e  w a n t  t o  
e n s u r e  t h a t  t h e  r i g h t  p e o p l e  a r e  g e t t i n g  y o u r  l o v e  y e a r - r o u n d .

R o m a n c e  f r a u d  i s  o n e  o f  t h e  h i g h e s t  r e p o r t e d  f r a u d s  i n  
S u s s e x  a n d  S u r r e y  w i t h  p o l i c e  r e c e i v i n g  o v e r  6 0 0  r e p o r t s  l a s t  
y e a r ,  r e s u l t i n g  i n  o v e r  £ 7  m i l l i o n  l o s s  t o  v i c t i m s .  

W h i l s t  v i c t i m s  o f  r o m a n c e  f r a u d  c a n  b e  a n y  a g e  t h e  v a s t  m a j o r i t y  o f
r e p o r t s  w e r e  f r o m  p e o p l e  o v e r  5 0  y e a r s  o l d .  

I t  i s  a  c o m m o n  m i s c o n c e p t i o n  t h a t  t h i s  c r i m e  t y p e  f a v o u r s  w o m e n .  O u r
r e p o r t i n g  t e l l s  u s  t h a t  t h e r e  i s  a  n e a r - e v e n  s p l i t  w i t h  4 8 %  o f  v i c t i m s  b e i n g
m a l e  a n d  5 2 %  f e m a l e .  

V i c t i m s  a r e  c o n t a c t e d  t h r o u g h  a  v a r i e t y  o f  m e a n s  i n c l u d i n g  d a t i n g  s i t e s ,
s o c i a l  m e d i a  p l a t f o r m s  s u c h  a s  F a c e b o o k ,  a s  w e l l  a s  i n  p e r s o n .  

F r a u d s t e r s  w i l l  r e s e a r c h  s o c i a l  m e d i a  o r  d a t i n g  p r o f i l e s ,  p r i o r  t o
p r e s e n t i n g  t h e m s e l v e s  a s  t h e  ‘ p e r f e c t  m a t c h ’ .  W h e n  d a t i n g  s i t e s  a n d
s o c i a l  m e d i a  a p p r o a c h e s  a r e  m a d e ,  v i c t i m s  a r e  s o o n  e n c o u r a g e d  t o  m o v e
t h e  c o m m u n i c a t i o n  t o  l e s s  m o n i t o r e d  p l a t f o r m s  l i k e  W h a t s A p p ,  G o o g l e
H a n g o u t s  a n d  T e l e g r a m .

T h e  r e q u e s t s  f o r  m o n e y  d o  n o t  h a p p e n  s t r a i g h t  w a y ,  t h e  f r a u d s t e r  w i l l
m a k e  s u r e  t h a t  t h e y  k n o w  t h e i r  v i c t i m  w e l l  b e f o r e  d o i n g  t h i s ,  e s t a b l i s h i n g
w h a t  a p p e a r s  t o  b e  a  g e n u i n e  r e l a t i o n s h i p ,  s o  i t  c o u l d  b e  w e e k s  o r  e v e n
m o n t h s  i n t o  t h e  r e l a t i o n s h i p .  T h i s  i s  k n o w n  a s  ‘ t h e  g r o o m i n g  p e r i o d ’ .

T h e y  m a y  u s e  l a n g u a g e  t o  m a n i p u l a t e ,  p e r s u a d e  a n d  e x p l o i t  s o  t h e
r e q u e s t s  f o r  m o n e y  d o  n o t  r a i s e  a l a r m  b e l l s . W h i l s t  p a y m e n t  i s  m o s t
c o m m o n l y  m a d e  t h r o u g h  b a n k  t r a n s f e r ,  l a s t  y e a r  g i f t  c a r d s  i n c l u d i n g
i T u n e s  v o u c h e r s  e m e r g e d  a s  t h e  f a s t e s t  g r o w i n g  p a y m e n t  t y p e  w i t h  o n e
S u s s e x  v i c t i m  s e n d i n g  a  f r a u d s t e r  o v e r  £ 1 0 0 , 0 0 0  b y  t h i s  m e a n s .  

H e r e  i s  h e r  s t o r y :

                             I n  M a r c h  2 0 2 2  t h e  v i c t i m  a c c e p t e d  a  f r i e n d  r e q u e s t  
                             o n  a  F a c e b o o k  g r o u p  f o r  d o g  l o v e r s .  T h i s  f r i e n d s h i p  
                             t h e n  d e v e l o p e d  i n t o  m o r e  o f  a  l o v e  i n t e r e s t .  T h e  
                             s c a m m e r  e x p l a i n e d  t h e y  w o r k e d  o v e r s e a s  a s  a n  
                             e n g i n e e r  a n d  o i l  r i g  c o n t r a c t o r .  A t  p o i n t s  t h r o u g h o u t  
                             h e r  r e l a t i o n s h i p  t h e  s c a m m e r  c l a i m e d  t o  b e  i n  p o o r   
                             h e a l t h  o r  h a d  h i s  m o n e y  f r o z e n .  

T h e  v i c t i m  w a n t i n g  t o  h e l p  i n i t i a l l y  s e n d i n g  s m a l l  a m o u n t s  f o r  t h e  f i r s t
y e a r .  S h e  w o u l d  r e g u l a r l y  b e  i n s t r u c t e d  t o  b u y  A p p l e  i T u n e s  v o u c h e r s  a n d
s h a r e  t h e  b a r c o d e s  w i t h  t h e  s c a m m e r ,  s o  h e  w a s  a b l e  t o  c a s h  t h e
v o u c h e r s .

O n  t o p  o f  a n y  o t h e r  s m a l l e r  p a y m e n t s  t h a t  w e r e  s e n t  f r o m  m o n t h  t o  m o n t h ,
t h e  v i c t i m  w a s  i n  c o n s t a n t  o v e r d r a f t ,  p a y i n g  f o r  w h a t  s h e  t h o u g h t  w a s  f o r
h o s p i t a l  b i l l s  f o r  t r a n s f u s i o n s ,  a n y  o t h e r  a i l m e n t s  o r  i l l n e s s e s .
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NO MATTER HOW LONG YOU HAVE BEEN TALKING TO SOMEONE ONLINE AND
HOW MUCH YOU THINK YOU TRUST THEM, IF YOU HAVE NOT MET THEM IN
PERSON, IT IS IMPORTANT THAT YOU DO NOT:
 
             SEND THEM ANY MONEY

             ALLOW THEM ACCESS TO YOUR BANK ACCOUNT

             TRANSFER MONEY ON THEIR BEHALF

             
             TAKE OUT A LOAN FOR THEM

             
             PROVIDE COPIES OF YOUR PERSONAL DOCUMENTS EG. PASSPORT, 
             DRIVING LICENCE ETC.

             INVEST YOUR OWN MONEY ON THEIR BEHALF OR ON THEIR ADVICE    
             PURCHASE AND SEND THE CODES ON GIFT CARDS SUCH AS 
             AMAZON OR ITUNES VOUCHERS

 
             AGREE TO RECEIVE AND / OR SEND PARCELS ON THEIR BEHALF 
             (LAPTOPS, MOBILE PHONES ETC.)

BERNADETTE LAWRIE BEM THE FINANCIAL ABUSE SAFEGUARDING OFFICER FOR
SUSSEX AND SURREY POLICE SAID:

This is a horr ible cr ime type, preying on people when they are at their  most vulnerable.  The fraudsters
manipulate and isolate their  vict ims, often encouraging secrecy from family members which can result  in a
break down of their  support network and relat ionships.  The impact is far more than purely f inancial ,  with
vict ims suffering long term effects to their  physical  and mental  wel lbeing. I t  can take a long t ime for trust and
confidence to be rebui lt .

T h e  p l e a s  f r o m  t h e  s c a m m e r  c o n t i n u e d  t o  m a n i p u l a t e  a n d  c o e r c e  t h e  v i c t i m  
s o  m u c h  s h e  e n d e d  u p  t a k i n g  o u t  a  £ 3 2 , 0 0 0  m o r t g a g e  o n  h e r  h o m e ,  a n d  a  b a n k  l o a n  
f o r  £ 1 2 , 0 0 0 .  S h e  a l s o  s o l d  s h a r e s ,  b o r r o w e d  m o n e y  f r o m  r e l a t i v e s  a n d  p a w n e d  
f a m i l y  j e w e l l e r y .  

T h e  s c a m m e r  t h e n  c l a i m e d  h i s  " d a u g h t e r "  w a s  i n  a  c o m a  a n d  i l l ,  t h e n  a  d o c t o r  c o n t a c t e d  t h e  v i c t i m
s t a t i n g  t h a t  h e  w a s  l o o k i n g  a f t e r  h e r  a n d  r e q u e s t e d  m e d i c a l  b i l l s  t o  b e  p a i d  f o r .

E v e n t u a l l y  h e r  f a m i l y  b e c a m e  a w a r e  o f  t h e  e x t e n t  o f  t h e  f r a u d ,  a n d  i t  w a s  r e p o r t e d  t o  p o l i c e ,  a n d  s h e
w a s  s u p p o r t e d  b y  a  V i c t i m  S u p p o r t  C a s e w o r k e r .  
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Both Sussex and Surrey have Peer Support Services which offer a safe onl ine platform for romance fraud
vict ims to share their  experiences.

For Sussex, this is faci l i tated by the Vict im Support Team and addit ional  information on how to access can be
found at Vict im Support:  https://www.vict imsupport.org.uk/help-and-support/

For Surrey, this is an internal  process which can be arranged through the force’s Vict im Witness Care Unit
which you can f ind information here:  https://www.surrey.pol ice.uk/advice/advice-and-information/vict im-
support/Vict im-witness-support-organisations/



ONLINE SAFETY FOR WOMEN AND GIRLS
Essential  Information for Women and Gir ls to stay safe and feel  safe onl ine.  
These sessions are not needlessly technical  and aim to provide you everything 
you need to know to keep yourself  resi l ient to onl ine threats.

The next Onl ine Safety for Women and Gir ls is  on Monday 24 February.

GENERAL ONLINE SAFETY
Stay Safe in a Digital  Age with our monthly series of webinars.  Designed to be accessible,  not needlessly
technical  and provide you everything you need to know to massively reduce your chances of becoming a
vict im as wel l  as protecting the ones you love.

The next General  Onl ine Safety webinar is on Tuesday 25 February.
 
CYBER SECURITY FOR BUSINESS
Free Publ ic Service to empower organisations to improve their  Cyber Security by gaining insights into
current threats,  spott ing Phishing emails as wel l  as discuss al l  the free resources avai lable to support
businesses. Don't  miss out.

The next Cyber Security for Business webinar is on Thursday 27 February.  
 
ARE YOU SCAM SAVVY?
Are you concerned about al l  the different types of fraud and onl ine scams? To help you stay safe,  join West
Sussex County Counci l  for a free, informative webinar on how to recognise and protect yourself  from the
most common scams.

More than ever before, we have been relying on technology to enable us to work, learn and connect with
each other.  Inevitably,  cr iminals have exploited and used our increased digital  l ives to their  advantage. Not
only is there the f inancial  impact on vict ims but the emotional impact can be even more signif icant.

The next Scam Savvy webinar is on Tuesday 22 Apri l .  

To book a space on to any of the webinars,  please fol low this l ink:  https://www.eventbrite.com/o/south-
east-pol ice-cyber-crime-unit-77121396093?
_gl=1*6l1edv*_up*MQ..*_ga*MzU0Mjk5ODk1LjE3NDAxMzc4MDc.*_ga_TQVES5V6SH*MTc0MDEzNzgwNy4xLj
AuMTc0MDEzNzgwNy4wLjAuMA..
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FREE ONLINE SAFETY WEBINARS FROM SURREY AND SUSSEX
POLICE SOUTHEAST CYBER CRIME UNIT.

LOOK OUT FOR FAKE EMAILS IMPERSONATING BOOTS. 

Action Fraud have received over 700 reports of these scams, with many of them coming 
from Sussex and Surrey residents.

The emails may be asking you to complete a survey and then claim a free gift ,  or suggesting that you have
won a free prize, such as a Medicare kit  and that you need to cl ick on a l ink to claim it .  However,  these are
scams, and the l ink wi l l  take you to a real ist ic looking website,  under the control  of the criminals,  where they
wil l  steal  your personal and f inancial  data.  

Some vict ims report being further contacted by bank impersonators with claims that payments on their  cards
had been attempted. These are al l  part  of the same scam.

Our advice is not to cl ick on l inks in emails and to go to the off icial  website to check or confirm by cal l ing the
organisation. Do not use telephone numbers contained within the email .  

I f  you have received an email  which you’re not quite sure about,  forward it  to the Suspicious Email  Report ing
Service (SERS):  report@phishing.gov.uk

The message might be from a company you don’t  normally receive communications from, or someone you do
not know. You may just have a hunch. I f  you are suspicious, you should report i t .

Your report of a phishing email  wi l l  help us to act quickly,  protecting many more people from being affected. 

HAVE YOU RECEIVED A SUSPICIOUS EMAIL FROM THE CHEMIST?


