
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r  

S u r r e y  P o l i c e  &  S u s s e x
P o l i c e  E c o n o m i c  C r i m e  U n i t

Q u i c k  R e s p o n s e  C o d e s  o r  Q R  C o d e s  a s
w e  k n o w  t h e m  a r e  b e c o m i n g  m o r e
f r e q u e n t l y  u s e d  w h e t h e r  t h a t  i s  t o
r e v i e w  y o u r  l o c a l  r e s t a u r a n t  o r  t o
a n s w e r  a  q u i c k  q u i z  b u t  b e  a w a r e  t h e y
c o u l d  a l s o  b e  u s e d  a s  a  g a t e w a y  t o
c o m m i t t i n g  f r a u d .  

T h e y ' r e  w i d e l y  u s e d  f o r  t h i n g s  l i k e
q u i c k l y  d i r e c t i n g  u s e r s  t o  w e b s i t e s ,
o r d e r i n g  o r  p a y i n g  f o r  g o o d s  a n d
s e r v i c e s .  B u t  c a n  w e  t r u s t  t h e m ?  M a n y
a r e  u s e d  i n  p u b l i c  s p a c e s  l i k e
c a r p a r k s ,  w h e r e  t h e r e  i s  a  r i s k  t h e y
c o u l d  h a v e  b e e n  p h y s i c a l l y  t a m p e r e d
w i t h .  A  d i f f e r e n t  c o d e  c o u l d  h a v e  b e e n
p l a c e d  o v e r  t h e  l e g i t i m a t e  o n e ,
s e n d i n g  y o u  t o  a n  a l t e r n a t i v e  s i t e .
H o w e v e r ,  o f t e n  t h e  v i c t i m s  w h o  l o s e  
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SUMMER IS NEARLY HERE. ARE YOU LOOKING FOR
TICKETS TO A CONCERT, SPORTING FIXTURE OR
BOOKING A FLIGHT – BEWARE OF FRAUDSTERS…

t h e  m o s t  m o n e y  a r e  t h e n  s u b j e c t  t o  a  s e c o n d a r y  s c a m .  H a v i n g  l o s t  a  s m a l l
a m o u n t  t o  t h e  i n i t i a l  f r a u d ,  t h e y  a r e  s u b s e q u e n t l y  c a l l e d  b y  a  b a n k
i m p e r s o n a t o r  a n d  t h a t  i s  w h e n  l a r g e r  t r a n s a c t i o n s  a r e  o f t e n  m a d e .  

Q R  c o d e  f r a u d  c a n  a l s o  h a p p e n  b y  e m a i l ,  k n o w n  a s  Q u i s h i n g .  M o s t  p e o p l e
a r e  n o w  s u s p i c i o u s  o f  d u b i o u s - l o o k i n g  l i n k s  i n  e m a i l s  a n d  a r e  ( c o r r e c t l y )
c a u t i o u s  o f  c l i c k i n g  o n  s h o r t e n e d  l i n k s .  C r i m i n a l s  t h e r e f o r e  u s e  Q R  c o d e s
t o  d i s g u i s e  t h e  l i n k s  t o  m a l i c i o u s  w e b s i t e s  t h a t  p h i s h i n g  e m a i l s  c o n t a i n .  I f
y o u  r e c e i v e  a n  e m a i l  w i t h  a  Q R  c o d e  i n  i t ,  a n d  y o u ’ r e  a s k e d  t o  s c a n  i t ,  y o u
s h o u l d  e x e r c i s e  c a u t i o n  j u s t  a s  y o u  w o u l d  w h e n  c l i c k i n g  o n  a  l i n k .  E n s u r e
i t  i s  t a k i n g  y o u  t o  w h e r e  y o u  a r e  e x p e c t i n g  t o  g o .

A c t i o n  F r a u d ,  h a s  l a u n c h e d  a  t i c k e t  f r a u d  a w a r e n e s s  c a m p a i g n  a h e a d  o f
t h e  s u m m e r ,  u r g i n g  p e o p l e  t o  s t a y  a l e r t  f o r  c r i m i n a l s  w h o  a r e  t r y i n g  t o  s e l l
t i c k e t s  o n l i n e  o r  o n  s o c i a l  m e d i a  f o r  t o p  e v e n t s  a n d  s o l d - o u t  c o n c e r t s .
 
A c r o s s  S u r r e y  a n d  S u s s e x ,  w e  c o n t i n u e  t o  r e c e i v e  r e p o r t s  f r o m  r e s i d e n t s
w h o  h a v e  b e e n  t a r g e t e d  b y  t i c k e t i n g  f r a u d .  T y p i c a l l y  
t h i s  f r a u d  t y p e  g o e s  u p  a r o u n d  t h i s  t i m e  o f  y e a r  a n d  
w e  h a v e  r e c e n t l y  s e e n  c a s e s  o f  p e o p l e  b e i n g  
d e f r a u d e d  w h e n  p u r c h a s i n g  t i c k e t s  f o r  f l i g h t s ,  
s p o r t i n g  e v e n t s  s u c h  a s  W W E ,  a n d  m u s i c  c o n c e r t s  
i n c l u d i n g  C o l d p l a y .



HOW DO SCAM TICKET WEBSITES WORK?

O n l y  b u y  t i c k e t s  f r o m  t h e  v e n u e ’ s  b o x  o f f i c e ,  o f f i c i a l  p r o m o t e r  o r  a g e n t ,  o r  a
w e l l - k n o w n  t i c k e t i n g  w e b s i t e .  
A v o i d  p a y i n g  f o r  t i c k e t s  b y  b a n k  t r a n s f e r ,  e s p e c i a l l y  i f  b u y i n g  f r o m  s o m e o n e
u n k n o w n .  C r e d i t  c a r d  o r  p a y m e n t  s e r v i c e s  s u c h  a s  P a y P a l  g i v e  y o u  a  b e t t e r
c h a n c e  o f  r e c o v e r i n g  t h e  m o n e y  i f  y o u  b e c o m e  a  v i c t i m  o f  f r a u d .
T h e  p a s s w o r d  y o u  u s e  f o r  y o u r  e m a i l  a c c o u n t ,  a s  w e l l  a s  a n y  o t h e r  a c c o u n t s  y o u
u s e  t o  p u r c h a s e  t i c k e t s ,  s h o u l d  b e  d i f f e r e n t  f r o m  a l l  y o u r  o t h e r  p a s s w o r d s .  U s e
t h r e e  r a n d o m  w o r d s  t o  c r e a t e  a  s t r o n g  a n d  m e m o r a b l e  p a s s w o r d ,  a n d  e n a b l e  2 -
s t e p  v e r i f i c a t i o n  ( 2 S V ) .
B e  w a r y  o f  u n s o l i c i t e d  e m a i l s ,  t e x t s  o r  a d v e r t s  o f f e r i n g  u n b e l i e v a b l y  g o o d  d e a l s
o n  t i c k e t s .
I s  t h e  v e n d o r  a  m e m b e r  o f  S T A R  ( S e c u r e  T i c k e t s  f r o m  A u t h o r i s e d  R e t a i l e r s ) ?  I f
t h e y  a r e ,  t h e  c o m p a n y  h a s  s i g n e d  u p  t o  t h e i r  s t r i c t  g o v e r n i n g  s t a n d a r d s .  
S T A R  a l s o  o f f e r s  a n  a p p r o v e d  A l t e r n a t i v e  D i s p u t e  R e s o l u t i o n  s e r v i c e  t o  h e l p
c u s t o m e r s  w i t h  o u t s t a n d i n g  c o m p l a i n t s .  F o r  m o r e  i n f o r m a t i o n  v i s i t
s t a r . o r g . u k / b u y _ s a f e .

T h e  w e b s i t e  o f f e r s  y o u  t h e  c h a n c e  t o  b u y  t i c k e t s  t o  a  p o p u l a r  e v e n t .  T h e  e v e n t
i s  o f t e n  a c t u a l l y  s o l d - o u t ,  o r  t h e  t i c k e t s  h a v e n ’ t  o f f i c i a l l y  g o n e  o n  s a l e  y e t .
Y o u  p a y  f o r  t h e  t i c k e t s  b u t  t h e y  a r e  n e v e r  d e l i v e r e d .
I n  s o m e  c a s e s  y o u  m i g h t  b e  t o l d  t h a t  a  c u s t o m e r  r e p r e s e n t a t i v e  w i l l  m e e t  y o u  a t
t h e  v e n u e  o n  t h e  d a y .  N o b o d y  t u r n s  u p .
Y o u  m a y  e v e n  r e c e i v e  t i c k e t s ,  b u t  w h e n  y o u  a r r i v e  a t  t h e  e v e n t ,  t h e  o r g a n i s e r s
t e l l  y o u  t h e  t i c k e t s  a r e  f a k e .
W h e n  y o u  t r y  t o  c a l l  t h e  c o m p a n y  y o u  b o u g h t  t h e  t i c k e t s  f r o m ,  y o u r  c a l l s  a r e  n o t
a n s w e r e d  o r  d o  n o t  c o n n e c t .
R e m e m b e r  t h a t  i t ’ s  e a s y  f o r  s c a m m e r s  t o  s e t  u p  a  f a k e  w e b s i t e  t h a t  l o o k s
g e n u i n e .  S o m e  e v e n  u s e  a  n a m e  o r  w e b s i t e  U R L  t h a t  i s  s i m i l a r  t o  a  l e g i t i m a t e
w e b s i t e .  

I n  a n o t h e r  e x a m p l e ,  a n  e l d e r l y  c o u p l e  f r o m
S u s s e x  w e r e  d e f r a u d e d  o u t  o f  £ 3 , 0 0 0  f o r  f l i g h t s ,
p u r c h a s e d  o n l i n e  f r o m  a  s c a m  c o m p a n y ,  w h i l s t
a n o t h e r  v i c t i m  p a r t e d  w i t h  £ 7 0 0  f o r  a  f l i g h t
b o o k e d  o n  a  s i t e  f a l s e l y  c l a i m i n g  t o  b e  E x p e d i a .  
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TICKET FRAUD VICTIMS

A  f o o t b a l l  f a n  f r o m  S u r r e y  l o s t  £ 5 0  w h e n  t h e y
t r a n s f e r r e d  f u n d s  i n  t h e  b e l i e f  t h e y  h a d  s e c u r e d  a
t i c k e t  t o  a n  u p c o m i n g  P r e m i e r  L e a g u e  f i x t u r e .
S a d l y ,  t h e  t i c k e t  d i d  n o t  e x i s t  a n d  d e s p i t e  p a r t i n g
w i t h  t h e  m o n e y  i n  r e s p o n s e  t o  a n  i n i t i a l  a p p r o a c h
v i a  a  F a c e b o o k  m e s s a g e ,  h e  n e v e r  g o t  t o  a t t e n d
t h e  g a m e .  

TOP TIPS TO PROTECT YOURSELF FROM TICKETING FRAUD: 

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstopthinkfraud.campaign.gov.uk%2Fprotect-yourself-from-fraud%2Fprotecting-against-online-fraud%2Fturn-on-2-step-verification-2sv%2F&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7C3508efd4aaf54a62c0df08dd81ac8407%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638809300148423528%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3Pvc%2BxgaV5RcWl7OXFDqPnxwHJo6JrCLAnk7Nljjtzg%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstopthinkfraud.campaign.gov.uk%2Fprotect-yourself-from-fraud%2Fprotecting-against-online-fraud%2Fturn-on-2-step-verification-2sv%2F&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7C3508efd4aaf54a62c0df08dd81ac8407%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638809300148423528%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3Pvc%2BxgaV5RcWl7OXFDqPnxwHJo6JrCLAnk7Nljjtzg%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstopthinkfraud.campaign.gov.uk%2Fprotect-yourself-from-fraud%2Fprotecting-against-online-fraud%2Fturn-on-2-step-verification-2sv%2F&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7C3508efd4aaf54a62c0df08dd81ac8407%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638809300148423528%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3Pvc%2BxgaV5RcWl7OXFDqPnxwHJo6JrCLAnk7Nljjtzg%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fs-url.co%2FaV0eAA&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7C3508efd4aaf54a62c0df08dd81ac8407%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638809300148455617%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=U4sOpNkSL%2FExTwAuwzcssqKjo2busQuVim1pdKMC6NQ%3D&reserved=0
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A s  p a r t  o f  o u r  c a m p a i g n  o n  f r a u d  p r e v e n t i o n  a n d
a w a r e n e s s  w i t h i n  S u r r e y  a n d  S u s s e x ,  w e  a r e  n o w
o f f e r i n g  i n - p e r s o n  t a l k s  o r  d i s c u s s i o n s  o n  h o w  t o  s t a y
s a f e  f r o m  f r a u d s  a n d  s c a m s ,  t h i s  w i l l  i n c l u d e  w h a t  t o
l o o k  f o r ,  h o w  t o  k e e p  y o u r s e l f  s a f e  a n d  r e p o r t i n g
m e t h o d s  i f  y o u  f e e l  t h a t  y o u  h a v e  b e e n  t a r g e t e d  b y
f r a u d s  a n d  s c a m s .
T h e s e  t a l k s  a r e  a i m e d  a t  a n y  g r o u p s  w h o  w o u l d  l i k e  t o
l e a r n  m o r e  i n c l u d i n g  y o u t h ,  r e l i g i o u s  a n d  s p e c i a l i s t
g r o u p s .  T h e s e  t a l k s  a r e  f r e e .
A  m e m b e r  o f  o u r  f r a u d  p r e v e n t i o n  v o l u n t e e r  t e a m
a l o n g s i d e  P C S O s  f r o m  t h e  N e i g h b o u r h o o d  t e a m s
w h e r e  a v a i l a b l e  w i l l  a t t e n d  i n  p e r s o n  t o  d e l i v e r  u s e f u l
f r a u d  p r e v e n t i o n  a d v i c e .  
I f  y o u r  o r g a n i s a t i o n  o r  c o m m u n i t y  g r o u p  f e e l  t h a t  y o u
w o u l d  b e n e f i t  f r o m  t h i s  o r  t o  f i n d  o u t  m o r e ,  p l e a s e
c o n t a c t  u s  a t
S u s s e x a n d S u r r e y F r a u d P r e v e n t i o n E n g a g e m e n t s @ s u r r e
y . p o l i c e . u k

KEEPING OUR COMMUNITIES SAFE…
FRAUD AWARENESS EVENTS AVAILABLE

YOU CAN ALSO ATTEND A SCAMS AWARENESS WEBINAR BY
BUCKINGHAMSHIRE & SURREY TRADING STANDARDS WITH A GUEST
SPEAKER FROM CRIMESTOPPERS ON TUESDAY, 6 MAY 10AM -11.30AM.

VISIT THE LINK HERE: HTTPS://WWW.EVENTBRITE.CO.UK/E/SCAMS-
AWARENESS-WEBINAR-BSL-AVAILABLE-TICKETS-1318472128629

mailto:SussexandSurreyFraudPreventionEngagements@surrey.police.uk
mailto:SussexandSurreyFraudPreventionEngagements@surrey.police.uk
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Fscams-awareness-webinar-bsl-available-tickets-1318472128629&data=05%7C02%7CFiona.Mcjarrow%40surrey.police.uk%7Cd8e72841c64b4c9c2af108dd83d391ca%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638811666895307057%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Awe61YprgADKhyQsq98tbgrb7OXFiIi79SBVUPfvgHU%3D&reserved=0

