
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

T / D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

C o u r i e r  f r a u d  i s  c u r r e n t l y  t h e  m o s t  p r e v a l e n t  f r a u d  t y p e  a c r o s s  b o t h
f o r c e s  t a r g e t i n g  t h e  e l d e r l y  a n d  v u l n e r a b l e .  T h i s  i s  w h e r e  F r a u d s t e r s  w i l l
t e l e p h o n e  v i c t i m s  a n d  i m p e r s o n a t e  P o l i c e  o r  B a n k  s t a f f  a n d  i t  a c c o u n t s
f o r  n e a r l y  2 0 %  i n  S u s s e x  a n d  2 5 %  i n  S u r r e y  o f  f r a u d  r e p o r t e d  b y
v u l n e r a b l e  v i c t i m s .

T h e  f r a u d  i n v o l v e s  t h e  v i c t i m  r e c e i v i n g  a  c a l l  f r o m  s o m e o n e
i m p e r s o n a t i n g  t h e i r  b a n k  o r  p o l i c e  w h o  w i l l  a s k  t h e  r e c i p i e n t  o f  t h e  c a l l
t o  t a k e  a c t i o n  t o  p r o t e c t  t h e  m o n e y  i n  t h e i r  b a n k  a c c o u n t s .  F r a u d s t e r s
w i l l  u s e  a  v a r i e t y  o f  d i f f e r e n t  m e t h o d s  t h a t  r e l y  o n  v i c t i m s  m a k i n g  b a n k
t r a n s f e r s  w i t h d r a w i n g  c a s h  o r  p u r c h a s i n g  h i g h  v a l u e  g o o d s  i n c l u d i n g  g o l d
b a r s  a n d  e x p e n s i v e  w a t c h e s ,  a n d  o n  o c c a s i o n s  a  c o u r i e r  w i l l  a c t u a l l y
a t t e n d  t h e  v i c t i m s  h o m e  a d d r e s s  t o  c o l l e c t  t h e  m o n e y ,  c a r d s  o r
e x p e n s i v e  g o o d s .

W e  h a v e  r e c e n t l y  s e e n  a  c h a n g e  i n  t h e  f r a u d s t e r s  i n i t i a l  c o n t a c t  w i t h
v i c t i m s  w h e r e b y  t h e y  a r e  s e n t  a n  o f f i c i a l  l o o k i n g  l e t t e r  o r  a n  S M S  ( t e x t
m e s s a g e )  f r o m  t h e i r  b a n k ,  w h i c h  i s  t h e n  f o l l o w e d  u p  b y  a  p h o n e  c a l l  f r o m
t h e  ` B a n k ’  b u t  t h e y  a r e  b o t h  i n i t i a t e d  b y  t h e  f r a u d s t e r s .  T h i s  s u p p o r t s
t h e  f r a u d s t e r  t o  a d d  l e g i t i m a c y  t o  t h e  f o l l o w - u p  c o n t a c t .  

A n  e x a m p l e  o f  t h e  l e t t e r  c a n  b e  s e e n  h e r e :  

T h e  c a l l e r  w i l l  t h e n  a t t e m p t  t o  k e e p  t h e  
v i c t i m  o n  t h e  p h o n e ,  d u r i n g  w h i c h  t i m e  t h e y  
c o u l d  a s k  y o u  t o  d o  a n y  o f  t h e  f o l l o w i n g :

W i t h d r a w  m o n e y  f r o m  t h e  b a n k  t o  h a n d  t o  
    a  c o u r i e r  w h o  c o m e s  t o  t h e  h o m e  a d d r e s s .

W i t h d r a w  E u r o ’ s  f r o m  a  l o c a l  B u r e a u  d e  
    C h a n g e  t o  h a n d  t o  a  c o u r i e r  w h o  c o m e s  t o  
    t h e  h o m e  a d d r e s s .

H a n d  o v e r  b a n k  c a r d s  a n d  p i n s  t o  a  
    c o u r i e r  w h o  c o m e s  t o  h o m e  a d d r e s s .

B u y  j e w e l l e r y ,  w a t c h e s  a n d  / o r  g o l d  
    b u l l i o n  t o  h a n d  t o  a  c o u r i e r  w h o  c o m e s  t o  
    t h e  h o m e  a d d r e s s .

P o s t  c a s h  t o  a n  a d d r e s s  g i v e n  b y  t h e  c a l l e r .
A s k  t h e  v i c t i m  t o  d o w n l o a d  s o f t w a r e  t o  t h e i r  c o m p u t e r  w h e r e b y  t h e
c a l l e r  a c c e s s e s  t h e  v i c t i m s  o n l i n e  b a n k  a c c o u n t s  a n d  t r a n s f e r s  m o n e y
t o  a  ‘ s a f e  a c c o u n t ’ .

I f  y o u  f e e l  s u s p i c i o u s  a b o u t  c o r r e s p o n d e n c e  f r o m  t h e  b a n k ,  p l e a s e
c o n t a c t  t h e  b a n k  d i r e c t l y  t h r o u g h  a  s e c u r e  c h a n n e l  e . g .  T h e  p h o n e
n u m b e r  f r o m  t h e  b a c k  o f  y o u r  b a n k  c a r d ,  t h r o u g h  a  b a n k i n g  a p p ,  i n
p e r s o n  a t  a  b r a n c h .  T h e  b a n k  w i l l  h a v e  v i e w  o f  a l l  l e g i t i m a t e
c o r r e s p o n d e n c e  t h a t  i s  s e n t  a n d  w i l l  b e  a b l e  t o  c o n f i r m  i f  i t  i s  g e n u i n e .  
R e p o r t  f r a u d s  t o  A c t i o n  f r a u d  o n l i n e  w w w . a c t i o n f r a u d . p o l i c e . u k  o r  o v e r
t h e  p h o n e  o n  0 3 0 0  1 2 3  2 0 4 0 .  I f  t h e  v i c t i m  i s  E l d e r l y  o r  v u l n e r a b l e  r i n g
1 0 1 ,  i f  y o u  f e e l  t h e y  a r e  i n  i m m e d i a t e  d a n g e r  p l e a s e  r i n g  9 9 9 .  
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T h e  u s e  o f  g i f t  c a r d s  i n  f r a u d  s c a m s  n o w  b e c o m i n g  i n c r e a s i n g l y  c o m m o n .  W e  a r e
s e e i n g  t h e s e  u s e d  i n  1 3 %  o f  f r a u d s  r e p o r t e d  b y  v u l n e r a b l e  v i c t i m s  i n  S u s s e x
a n d  1 0 %  o f  f r a u d s  i n  S u r r e y .  T h e  m a i n  t y p e s  o f  g i f t  c a r d s / v o u c h e r s  b e i n g
r e q u e s t e d  a r e  f o r  A p p l e  i T u n e s ,  A m a z o n ,  a n d  S t e a m .  I f  a n y o n e  i s  a s k i n g  f o r
p a y m e n t  v i a  t h e s e  v o u c h e r s ,  p l e a s e  b e  a d v i s e d  t h a t  t h i s  i s  m o s t  l i k e l y  t o  b e  a
s c a m .  A l s o  i t  c a n  b e  d i f f i c u l t  f o r  a  b a n k  t o  p r o v i d e  a  r e f u n d  w h e n  p a y m e n t  i s
m a d e  b y  v i c t i m s  o f  f r a u d  w h e n  u s i n g  g i f t  c a r d s .  

A pe t  l ove r  was  l ook ing  to  ge t  a  dog ,  and  dec ided  to  b rowse  Facebook  fo r
peop le  b reed ing  dogs ,  and  found  wha t  she  though t  was  a  l oca l  b reeder  who
hos ted  a  g roup  page  fo r  peop le  l ook ing  fo r  pupp ies ,  and  a lmos t  as  soon  as  she
jo ined  the  page ,  she  rece i ved  a  p r i va te  message  f rom the  “b reeder ”  ask ing  i f  she
was  l ook ing  to  buy  a  puppy .  She  was  then  asked  i f  she  wan ted  to  buy  a  puppy
tha t  she  wou ld  need  to  pay  a  depos i t  us ing  iTunes  g i f t  ca rds  to  the  va lue  o f
£140 ,  and  to  send  the  se r i a l  numbers  o f  the  vouchers ,  wh ich  she  d id .  

She  was  then  g i ven  an  address  where  she  wou ld  be  ab le  to  mee t  the  puppy .  She
went  to  the  address  bu t  found  the re  to  be  no  one  the re  and  no  dogs .   When  she
went  back  on  to  Facebook  to  cha l l enge  the  b reeder ,  she  found  tha t  she  was  now
b locked  f rom commun ica t i ng  w i th  them.

A  young  man  rece i ved  a  f r i end  reques t  f rom an  a t t rac t i ve  g i r l  on  I ns tag ram,  and
then  p roceeded  to  ta l k  v i a  p r i va te  messag ing .  The  g i r l  t hen  asked  i f  t hey  cou ld
message  ove r  WhatsApp .  When  they  moved  to  WhatsApp  the  conve rsa t i on
s ta r ted  to  become  more  f l i r t a t i ous .  She  sen t  h im  exp l i c i t  pho to ’ s  and  asked  h im
to  send  he r  some  back .  When  he  d id  th i s ,  t he  tone  o f  the  conve rsa t i on
comp le te l y  changed ,  and  she  s ta r ted  to  b lackma i l  t he  v i c t im  i n to  send ing  money
v ia  iTunes  g i f t  ca rds  o r  she  wou ld  sha re  the  image  w i th  a l l  h i s  I ns tag ram f r i ends .
The  young  man  fea r i ng  tha t  th i s  image  wou ld  be  sha red  sen t  ove r  the  reques ted
amount  v i a  iTunes  g i f t  ca rd .  The  g i r l  s ta ted  the  ca rds  d idn ’ t  work  and  reques ted
more .  A t  th i s  po in t  the  young  man  d i scussed  wha t  was  happen ing  w i th  h i s
pa ren ts  who  repor ted  th i s  to  the  po l i ce .  

T y p e s  o f  f r a u d  s e e n  u s i n g  g i f t  c a r d s  f o r  p a y m e n t :

SURREY POLICE AND SUSSEX POLICE FRAUD NEWSLETTER

GIFT CARDS AND VOUCHERS 

0 2

CASE STUDY ONE 

CASE STUDY TWO 

Romance Fraud

Sextortion

Courier Fraud

On-line Shopping scams

Investment Scams



A s  p a r t  o f  o u r  c a m p a i g n  o n  f r a u d  p r e v e n t i o n  a n d  a w a r e n e s s  w i t h i n  S u s s e x
a n d  S u r r e y ,  w e  a r e  n o w  o f f e r i n g  i n  p e r s o n  t a l k s  o r  d i s c u s s i o n s  o n  h o w  t o
s t a y  s a f e  f r o m  F r a u d s  a n d  S c a m s ,  t h i s  w i l l  i n c l u d e  w h a t  t o  l o o k  f o r ,  h o w  t o
k e e p  y o u r s e l f  s a f e  a n d  r e p o r t i n g  m e t h o d s  i f  y o u  f e e l  y o u  h a v e  b e e n  a
t a r g e t  o f  f r a u d s  a n d  s c a m s .  

T h e s e  t a l k s  a r e  a i m e d  a t  a n y  g r o u p s  w h o  w o u l d  l i k e  t o  l e a r n  m o r e ,
i n c l u d i n g  Y o u t h ,  R e l i g i o u s  a n d  S p e c i a l i s t  G r o u p s .  T h e  t a l k s  a r e  f r e e .
O n e  o f  o u r  t e a m  o f  F r a u d  P r e v e n t i o n  V o l u n t e e r s  a l o n g s i d e  P o l i c e
C o m m u n i t y  S u p p o r t  O f f i c e r s  f r o m  t h e  l o c a l  N e i g h b o u r h o o d  T e a m s ,  w h e r e
a v a i l a b l e ,  w i l l  a t t e n d  i n  p e r s o n  t o  d e l i v e r  t h e  F r a u d  P r e v e n t i o n  a d v i c e .  

I f  y o u r  O r g a n i s a t i o n / C o m m u n i t y  g r o u p  f e e l  t h a t  y o u  w o u l d  b e n e f i t  f r o m  t h i s
o r  t o  f i n d  o u t  m o r e ,  p l e a s e  c o n t a c t  u s  a t :
S u s s e x a n d S u r r e y F r a u d P r e v e n t i o n E n g a g e m e n t s @ s u r r e y . p o l i c e . u k

W i t h  f r a u d  n o w  r e s p o n s i b l e  f o r  a l m o s t  h a l f  o f  a l l  r e c o r d e d  c r i m e  a n d  w i t h  a
h i g h  c h a n c e  o f  r e p e a t  v i c t i m i s a t i o n  i t  i s  e s s e n t i a l  t h a t  w e  g a i n  c o n s i s t e n t
c o v e r a g e  f o r  f r a u d  p r e v e n t i o n  a c r o s s  S u s s e x  a n d  d o  o u r  b e s t  t o  e d u c a t e
t h e  p u b l i c  o n  t h e  r i s k s  o f  s c a m s ,  w e  a r e  l o o k i n g  t o  e x p a n d  t h i s  r o l e  t o  a l s o
i n c l u d e  f r a u d  p r e v e n t i o n  e n g a g e m e n t  e v e n t s ,  i n c l u d i n g  d e l i v e r i n g  f r a u d
p r e s e n t a t i o n s  a n d  a t t e n d i n g  e v e n t s  /  k e y  l o c a t i o n s  t o  h a n d  o u r  f r a u d
p r e v e n t i o n  l i t e r a t u r e  a n d  p r o v i d e  a d v i c e  t o  t h e  p u b l i c  e . g .  f a r m e r s  m a r k e t s ,
c o m m u n i t y  c e n t r e s  e t c .  W h e r e  p o s s i b l e  a l s o  u t i l i s i n g  P o l i c e  C o m m u n i t y
S u p p o r t  O f f i c e r s ,  F r a u d  C o m m u n i t y  E n g a g e m e n t  v o l u n t e e r s  a n d  k e y  P a r t n e r
a g e n c i e s  t o  d e l i v e r  t h i s .

T o  e n a b l e  u s  t o  d o  t h i s  a c r o s s  S u s s e x  w e  a r e  c u r r e n t l y  r e c r u i t i n g
v o l u n t e e r s  t o  s u p p o r t  o u r  E a s t  S u s s e x  t e a m  t o  p r o v i d e  t h i s  m u c h  n e e d e d
p u b l i c  s e r v i c e .

I f  y o u  f e e l  t h i s  i s  s o m e t h i n g  t h a t  y o u  w o u l d  l i k e  t o  e x p l o r e  f u r t h e r ,  p l e a s e
s e e  o u r  a p p l i c a t i o n  f o r  t h e  r o l e  i n c l u d i n g  t h e  f u l l  r o l e  p r o f i l e  b e l o w .  

h t t p s : / / w w w . l u m e s s e - e n g a g e . c o m / p o l i c e j o b s s u r r e y a n d s u s s e x / j o b s / f r a u d -
p r e v e n t i o n - e n g a g e m e n t - v o l u n t e e r - s y s x - v o l 0 0 3 4 3
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VOLUNTEERING OPPORTUNITY - EAST SUSSEX 

mailto:SussexandSurreyFraudPreventionEngagements@surrey.police.uk
https://www.lumesse-engage.com/policejobssurreyandsussex/jobs/fraud-prevention-engagement-volunteer-sysx-vol00343
https://www.lumesse-engage.com/policejobssurreyandsussex/jobs/fraud-prevention-engagement-volunteer-sysx-vol00343

