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Online Shopping With Black Friday
upcoming and Christmas
soon after many of us will
look to buy discounted
goods and Christmas gifts
for loved ones online.
Whilst shopping online
provides convenience in
buying from a wide range
of shops and brands as
well as quick delivery
options, fraudsters will
take the opportunity to
scam buyers online by
advertising fake or
counterfeit goods, asking
for extra courier fees to be
paid or gaining victims
banking and personal
information through fake
websites. 

Sussex and Surrey Police have
seen numerous reports of Online
Shopping fraud. 
In one case, a 32-year-old Female
from Surrey found a seller on
Instagram advertising
handmade gift hampers. The
victim messaged the seller
asking to purchase 4 hampers
and was instructed to bank
transfer £32 to the seller’s
account. The seller then claimed
to have posted the hampers via
Royal Mail. The victim requested
tracking information, but this
was not provided. Sadly, the
victim never received the
hampers, the seller stopped
responding to her messages and
later deleted their Instagram
posts. The victim reported the
account to Instagram. 
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" E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g  o u r
r e s i d e n t s  i n  a n  a t t e m p t
t o  d e f r a u d  t h e m .  W e ’ r e

w o r k i n g  h a r d  t o  p r e v e n t
t h i s  a n d  s u p p o r t

v u l n e r a b l e  v i c t i m s  o f
f r a u d  o r  s c a m s .  B y

f o l l o w i n g  o u r  t i p s  a n d
e n c o u r a g i n g  f a m i l y ,

f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m . "  

 
T / D e t e c t i v e  C h i e f

I n s p e c t o r  S i m o n  D o y l e ,
S u r r e y  P o l i c e  &  S u s s e x
P o l i c e  E c o n o m i c  C r i m e

U n i t
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I f  y o u ’ r e  m a k i n g  a  p u r c h a s e  f r o m  a  c o m p a n y  o r  p e r s o n  y o u  d o n ’ t  k n o w
a n d  t r u s t ,  c a r r y  o u t  r e s e a r c h  f i r s t .  D o  t h e y  h a v e  r e v i e w s  o n l i n e ?
 D o e s  t h e  c o m p a n y  h a v e  a  p h o n e  n u m b e r  a n d  a  g e n u i n e  a d d r e s s ?  A s k
f r i e n d s  a n d  f a m i l y  f o r  a d v i c e  b e f o r e  p u r c h a s i n g .  

I f  b u y i n g  t h r o u g h  s o c i a l  m e d i a ,  d o e s  t h e  s e l l e r  h a v e  f o l l o w e r s  /  f r i e n d s ?
 B e  w a r y  o f  a n  a c c o u n t  w h i c h  h a s  o n l y  r e c e n t l y  b e e n  c r e a t e d .  

When Shopping Online: 

C o n s i d e r  t h e  o f f e r .  A r e  t h e  g o o d s  b e i n g  h e a v i l y  d i s c o u n t e d  a n d  d o
t h e y  s o u n d  t o o  g o o d  t o  b e  t r u e ?  

P a y  w i t h  c r e d i t  c a r d  w h e r e  p o s s i b l e  f o r  a d d e d  p r o t e c t i o n ,  o r  u s e  b a n k
c a r d  o r  P a y P a l  i n s t e a d  o f  b a n k  t r a n s f e r .  

U s e  t h e  G e t  S a f e  O n l i n e  ' C h e c k  a  w e b s i t e '  t o o l  F r e e  W e b s i t e  S c a m
C h e c k e r  -  C h e c k  a  w e b s i t e  b y  G e t  S a f e  O n l i n e

W i t h  R o m a n c e  F r a u d  o n e  o f  t h e  h i g h e s t  r e p o r t e d  o n l i n e  s c a m s  i n
W e s t  S u s s e x ,  W e s t  S u s s e x  C o u n t y  C o u n c i l  a r e  h o l d i n g  a n  o n l i n e
w e b i n a r  o n  t h e  1 0 t h  o f  N o v e m b e r  f o c u s e d  s o l e l y  o n  t h i s  t o p i c .  I t
w i l l  i n c l u d e  w h a t  r o m a n c e  f r a u d  i s ,  h o w  t o  a v o i d  b e c o m i n g  a
v i c t i m ,  w h a t  t o  l o o k  o u t  f o r  a n d  w h a t  t o  d o  i f  y o u  o r  a  f r i e n d /
f a m i l y  m e m b e r  b e c o m e s  a  v i c t i m .  V i c t i m  S u p p o r t  w i l l  a l s o  o u t l i n e
l o c a l  s t a t i s t i c s  a n d  p r o v i d e  e x a m p l e  c a s e  s t u d i e s  o f  v i c t i m s  o f  t h i s
h o r r i b l e  c r i m e .

T o  F i n d  o u t  m o r e  &  b o o k  y o u r  p l a c e :  R o m a n c e  S c a m s  T i c k e t s ,
T h u r s d a y  1 0  N o v  2 0 2 2  a t  1 0 : 0 0  |  E v e n t b r i t e

 

https://www.getsafeonline.org/checkawebsite/
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Fromance-scams-tickets-429565410707&data=05%7C01%7CBernadette.lawrie%40sussex.police.uk%7C85319c97d1ce4ae9c96d08daa54f71c3%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638004058183475981%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0QB5yx5lMpzFraaJQlhiDyJsF%2BcAmhKGhH4m%2Fw9fDoI%3D&reserved=0


S u s s e x  a n d  S u r r e y  P o l i c e  h a v e  r e c e i v e d  s e v e r a l  r e p o r t s  f r o m  v i c t i m s
w h o  h a v e  b e e n  c o n t a c t e d  b y  f r a u d s t e r s  o u t  o f  t h e  b l u e  o f f e r i n g  p h o n e
c o n t r a c t  d e a l s .  

I n  o n e  c a s e  a  3 8 - y e a r - o l d  F e m a l e  f r o m  W e s t  S u s s e x  r e c e i v e d  a  c a l l
f r o m  a  m a l e  c l a i m i n g  t o  b e  f r o m  T h r e e  m o b i l e ’ s  p r o m o t i o n  t e a m .  T h e
c a l l e r  w a s  o f f e r i n g  t h e  v i c t i m  a  o n e - t i m e  o f f e r  o n  a  n e w  m o b i l e  p h o n e
c o n t r a c t .  

T h e  c a l l e r  t h e n  s e n t  t h e  v i c t i m  a n  e m a i l  d e t a i l i n g  t h e  o f f e r  w h i c h
a p p e a r e d  g e n u i n e  a n d  s o p h i s t i c a t e d .  T h e  v i c t i m  w a s  t h e n  a s k e d  t o
p r o v i d e  h e r  p e r s o n a l  a n d  b a n k i n g  d e t a i l s  t o  r u n  a  c r e d i t  c h e c k  a n d
p a y  a  £ 2 5  d e p o s i t  b e f o r e  s e t t i n g  u p  t h e  c o n t r a c t .  

A f t e r  p r o v i d i n g  h e r  d e t a i l s  a n d  e n d i n g  t h e  c a l l  t h e  v i c t i m  g r e w
s u s p i c i o n s  a n d  c o n t a c t e d  h e r  b a n k  w h o  w e r e  a b l e  t o  c a n c e l  h e r  b a n k
c a r d  b e f o r e  a n y  p a y m e n t s  w e r e  t a k e n .  

A  f e w  d a y s  l a t e r ,  t h e  v i c t i m  h a d  t h r e e  p h o n e s  d e l i v e r e d  t o  h e r
a d d r e s s  w i t h  O 2  c o n t r a c t s .  T h e  v i c t i m  t h e n  r e c e i v e d  a n o t h e r  c a l l
c l a i m i n g  t h e  p h o n e s  h a d  b e e n  d e l i v e r e d  t o  t h e  w r o n g  a d d r e s s  a n d
s o m e o n e  w o u l d  c o m e  t o  c o l l e c t  t h e m  f r o m  h e r .  T h e  v i c t i m ,  c o n c e r n e d
h e r  p e r s o n a l  d e t a i l s  h a d  b e e n  u s e d ,  t o o k  t h e  p h o n e s  t o  a n  O 2  s h o p  t o
r e p o r t  t h e  f r a u d .  
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How to protect yourself: 

 

S U S P E C T  Y O U  O R  S O M E O N E  Y O U  K N O W  H A S  B E E N  V I C T I M  T O  A  S C A M ?
 
 

R E P O R T  I T  T O  A C T I O N  F R A U D  A T  W W W . A C T I O N F R A U D . P O L I C E . U K  O R  B Y  C A L L I N G  0 3 0 0
1 2 3  2 0 4 0 .  

 
H O W E V E R ,  W H E R E  T H E  V I C T I M  I S  V U L N E R A B L E  O R  E L D E R L Y ,  P L E A S E  C O N T A C T  S U S S E X

O R  S U R R E Y  P O L I C E  D I R E C T L Y  O N  1 0 1 .  
 

I F  I T S  A N  E M E R G E N C Y ,  A L W A Y S  C A L L  9 9 9 .  
 

Be extra vigilant when you have an upgrade due, or your contract is due to end as

this is a key time for fraudsters to target you with fake contracts and deals. 

Be wary of anyone offering you discounted deals out of the blue, telling you to act

quickly. If it sounds too good to be true, it probably is. 

Avoid giving your personal information over the phone. 

http://www.actionfraud.police.uk/

