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Surrey Police and Sussex Police Fraud Newsletter

Online Shopping

Romance Fraud Webinar

Phone Contract Offers

"Each month we see
many incidents of
fraudsters targeting our
residents in an attempt
to defraud them. We’'re
working hard to prevent
this and support
vulnerable victims of
fraud or scams. By
following our tips and
encouraging family,
friends and colleagues
to do so too, you can
reduce the risk of
becoming a victim."

T/Detective Chief
Inspector Simon Doyle,
Surrey Police & Sussex
Police Economic Crime

Unit

Online Shopping

With Black Friday
upcoming and Christmas
soon after many of us will
look to buy discounted
goods and Christmas gifts
for loved ones online.
Whilst shopping online
provides convenience in
buying from a wide range
of shops and brands as
well as quick delivery
options, fraudsters will
take the opportunity to
scam buyers online by
advertising fake or
counterfeit goods, asking
for extra courier fees to be
paid or gaining victims
banking and personal
information through fake
websites.

Sussex and Surrey Police have
seen humerous reports of Online
Shopping fraud.

In one case, a 32-year-old Female
from Surrey found a seller on
Instagram advertising
handmade gift hampers. The
victim messaged the seller
asking to purchase 4 hampers
and was instructed to bank
transfer £32 to the seller’s
account. The seller then claimed
to have posted the hampers via
Royal Mail. The victim requested
tracking information, but this
was not provided. Sadly, the
victim never received the
hampers, the seller stopped
responding to her messages and
later deleted their Instagram
posts. The victim reported the
account to Instagram.
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When Shopping Online:

If you're making a purchase from a company or person you don’'t know
and trust, carry out research first. Do they have reviews online?

Does the company have a phone humber and a genuine address? Ask
friends and family for advice before purchasing.

If buying through social media, does the seller have followers / friends?
Be wary of an account which has only recently been created.

Consider the offer. Are the goods being heavily discounted and do
they sound too good to be true?

Pay with credit card where possible for added protection, or use bank
[ card or PayPal instead of bank transfer.

[ Use the Get Safe Online 'Check a website' tool

Romance Fraud Webinar

With Romance Fraud one of the highest reported online scams in
West Sussex, West Sussex County Council are holding an online
webinar on the 10th of November focused solely on this topic. It
will include what romance fraud is, how to avoid becoming a
victim, what to look out for and what to do if you or a friend/
family member becomes a victim. Victim Support will also outline
local statistics and provide example case studies of victims of this
horrible crime.

To Find out more & book your place: Romance Scams Tickets,
Thursday 10 Nov 2022 at 10:00 | Eventbrite
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https://www.getsafeonline.org/checkawebsite/
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Fromance-scams-tickets-429565410707&data=05%7C01%7CBernadette.lawrie%40sussex.police.uk%7C85319c97d1ce4ae9c96d08daa54f71c3%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638004058183475981%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0QB5yx5lMpzFraaJQlhiDyJsF%2BcAmhKGhH4m%2Fw9fDoI%3D&reserved=0

Phone Contract Offers

Sussex and Surrey Poli ; victims
who have been conta ing phone
contract deals. :

In one case a 38-y

from a male clai g to be from T
caller was offering the victim a one-
contract.
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The caller then sent the victim an email detailing the offer

appeared genuine and sophlstlcated Th_e victim was then

How to protect yourself:

Be extra vigilant when you have an upgrade due, or your contract is due to end as
this is a key time for fraudsters to target you with fake contracts and deals.

Be wary of anyone offering you discounted deals out of the blue, telling you to act

quickly. If it sounds too good to be true, it probably is.

Avoid giving your personal information over the phone.

SUSPECT YOU OR SOMEONE YOU KNOW HAS BEEN VICTIM TO A SCAM?

REPORT IT TO ACTION FRAUD AT WWW.ACTIONFRAUD.POLICE.UK OR BY CALLING 0300
123 2040.

HOWEVER, WHERE THE VICTIM IS VULNERABLE OR ELDERLY, PLEASE CONTACT SUSSEX
OR SURREY POLICE DIRECTLY ON 101.

IF ITS AN EMERGENCY, ALWAYS CALL 999.
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http://www.actionfraud.police.uk/

