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Remember: Every time you do something online, you add to

your digital footprint - the impression you create on the

internet through your online activity. 

 

We've all heard the expression 'what goes online, stays online'

so do you ever think about exactly what you're doing online,

who might see it and what they could do with it?

"Each  month  we  see
many inc idents  of

f rauds ters  target ing
our  res idents  in  an
at tempt  to  defraud

them.  We’re  work ing
hard  to  prevent  th i s

and  support
vulnerab le  v ic t ims  of

f raud  or  scams .  By
fo l lowing  our  t ips
and  encourag ing

fami ly ,  f r iends  and
col leagues  to  do  so
too ,  you  can  reduce

the  r i sk  of  becoming
a  v ic t im. "  

 
Detec t ive  Chief

Inspector  S imon
Doyle ,  Surrey  Pol ice

& Sussex  Pol ice
Economic  Cr ime Uni t

 
 

Your Digital Footprint
Every time you visit a website, send or receive a message or email,

buy or book anything online, comment on a post, upload a photo or

find directions on your phone, you’re adding to your digital

footprint. When you stream music, make a video call or use a smart

speaker, that adds to your digital footprint too.

Think twice before sharing information about yourself, family

members or friends that would be better kept private. That goes

for social media, forms on websites and apps, responding to texts

and messages and when taking part in surveys and quizzes.

Think before you post. Even if your social media privacy settings

are set up correctly, there’s no guarantee that your posts or

photos won’t be shared beyond those who you want to see them.

Be aware that every time you visit a website, your activity is

visible to tech companies like website owners, browsers and

search engines.

 What goes online stays online: 

  For more information visit www.getsafeonline.org/digitalfootprint
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https://www.getsafeonline.org/digitalfootprint/
https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.getsafeonline.org%2Fdigitalfootprint&data=05%7C01%7CHarry.Tyrrell%40surrey.police.uk%7C737e980625a444c1877408db4d6f9ba6%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638188913967161507%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hlijUaOOE4uYproNEFn11ZShNIYpwpSF8reCVJsY5AA%3D&reserved=0


C e l e b r i t y  F a n s . . . W h o  a r e  y o u  r e a l l y  f o l l o w i n g ?

More  and  more  v ic t ims  are  los ing  money  to  ‘ f amous  person ’  scams .  In  Sussex
and Surrey  we  have  seen  examples  of  f rauds ters  pos ing  as  the  money  exper t
Mart in  Lewis ,  appear ing  to  endorse  inves tment  opportuni t ies  and  ge t  r i ch
quick  schemes .  

An  increas ing  number  of  romance  f rauds  have  been  repor ted  loca l ly  where
indiv idua l s  be l ieve  they  are  chat t ing  d i rec t ly  wi th  ce lebr i t ie s .  These  have
inc luded  the  ac tor  Russe l l  Crowe ,  s ingers  Michae l  Ba l l  and  George  Ezra  and
even  the  super  ve t  Noel  F i tzpatr ick  c i t ing  cash  f low problems .  

Contac t  i s  typ ica l ly  ins t iga ted  through soc ia l  media  channel s  wi th  money
being  reques ted  soon a f ter  the  chat  has  moved  to  a  l e s s  publ ic  forum or
direc t  messag ing .  Reasons  for  the  need  for  money  range  f rom the  p laus ib le  to
the  extreme and  v ic t ims  are  genera l ly  paying  through the  purchase  of
Amazon or  S team vouchers .
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Case Study

A female in her 50’s from Surrey, was on a Facebook group for fans of the famous

Croatian Cellist HAUSER. Believing it was him she was messaging directly, their

contact moved off the Facebook group (which has since been deleted) and they

continued to swap messages on WhatsApp. 

The conversation became romantic and soon afterwards the requests for money

started to come, with the HAUSER impersonator claiming he was on a world tour

and needed the money to get out of his contract. She lost £1250 over a month to this

fraud. 

I f  you  have  any  doubts  about  an  emai l  message  rece ived ,  contac t
the  organisa t ion  d i rec t ly .  Do  not  use  the  numbers  or  address  in
the  message  –  use  the  deta i l s  f rom the ir  o f f i c ia l  webs i te .  I f  you
have  rece ived  a  susp ic ious  emai l ,  forward  i t  onto  the  susp ic ious
emai l  repor t ing  serv ice :  repor t@phish ing .gov .uk



Case Study

In March of this year, a former school business manager who stole hundreds of thousands of

pounds from her employer was sentenced to six and a half years behind bars when she

appeared at Kingston Crown Court.

Debra Poole, who was the School Business Manager for Hinchley Wood Primary School in

Esher, was in charge of the school bank accounts at the time the offences were committed.

She was convicted of one count of fraud by abuse of position and three counts of fraud by

false representation under Sections 4 and 2 of the Fraud Act 2006 at an earlier hearing.

Her husband, Gary Poole, 67, was found not guilty of one charge of acquisition, use and

possession, contrary to section 329(1) of the Proceeds of Crime Act 2002.

As well as overseeing the school’s finances, Debra also oversaw the documentation used for

any changes to staff pay.

She was also in charge of managing the invoices and finances for Woody’s, the school’s

breakfast and after school club.

The court heard how Debra abused her position as signatory of the club’s bank account

between 14 October 2011 and 10 October 2018 by transferring funds, writing out cheques to

herself and then cashing the cheques. This amounted to a total of over £490K over the seven-

year period.

Detective Constable Lloyd Ives, who investigated the case, said: “I hope that the sentence given

to her today shows the seriousness with which such a massive abuse of trust and position is

taken and I hope that it is a deterrent to anyone else thinking of committing similar offences

that it is simply not worth the risk – you will get found out.”
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How safe are your local school's finances?

Whilst we do not want to deter you from putting trust in your local schools, we cannot ignore

the fact that these kind of offences do occur within all establishments. 

In some cases, individuals take advantage of the responsibility given to them, and that is exactly

what 61-year-old Debra Poole did for almost a decade. 


